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In this post-September 11, 2001, era there has been rapid growth in the
number of professional intelligence training and educational programs
across the United States and abroad. Colleges and universities, as well as
high schools, are developing programs and courses in homeland security,
intelligence analysis, and law enforcement, in support of national security.
The Security and Professional Intelligence Education Series (SPIES) was first
designed for individuals studying for careers in intelligence and to help
improve the skills of those already in the profession; however, it was also
developed to educate the public in how intelligence work is conducted and
should be conducted in this important and vital profession.
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List of Abbreviations

ABS Security Forces Archive Prague

ABW Law on the Internal Security Agency (Poland)

AbwA Abwehramt (Austria)

ACP Albanian Communist Party

AEPTM Agency for Education and Professional Training (Bosnia and
Herzegovina)

AFS Armed Forces Staff (Switzerland)

AID Agency for Investigation and Documentation (Bosnia and
Herzegovina)

AIS Army Intelligence Service (Switzerland)

AISE Agency of Information and External Security (Italy)
AIDV General Intelligence and Security Service (Lithuania)
AIVD Algemene Inlichtingen- en Veiligheidsdienst (General
Intelligence and Security Service) (The Netherlands)

AISI Agency of Information and Internal Security (Italy)
AMAE Ministry of Foreign Affairs Archives (Luxembourg)
AND Armeenachrichtendienst (Switzerland)

ANLux Luxembourg National Archives

ANTT National Archives (Portugal)

AOTD Second Investigation Department (Lithuania)

Art. Article

AW Foreign Intelligence Agency (Poland)

B&H Bosnia and Herzegovina

BAT Anti-Terrorist Brigade (Romania)

BBO Bureau Bijzondere Opdrachten (Special Assignments Agency)
(The Netherlands)

BCRA Bureau central de renseignement et d’action (Central Bureau for
Intelligence and Action) (France)

BfV Bundesamt fiir Verfassungsschutz (Federal Office for the
Protection of the Constitution) Germany

Bl Bureau Inlichtingen (Intelligence Office) (The Netherlands)
BIA Security-Information Agency (Serbia)



BID Buitenlandse Inlichtingendienst (Foreign Intelligence Service) (The
Netherlands)

BLAT Bureau de lutte antiterroriste (Counter-Terrorism Desk) (France)
BND Bundesnachrichtendienst (Federal Intelligence Office) (Germany)
BNV Bureau Nationale Veiligheid (Office for National Security) (The
Netherlands)

BVD Binnenlandse Veiligheidsdienst (Internal Security Service) (The
Netherlands)

BOR Government Protection Office (Poland)

BOSS Bureau of State Security (South Africa)

BUPO Bundespolizei (Federal Police) (Switzerland)

BVT Bundesamt fir Verfassungsschutz und Terrorismusbekampfung
(Federal Office for the Protection of the Constitution and
Counterterrorism) (Austria)

CBA Central Anti-corruption Office (Poland)

CBRN Chemical, biological, radiological, nuclear (weapons)

CCIRM Collection Coordination Intelligence Requirements
Management (Sweden)

CDSN Conseil de Défense et de Sécurité Nationale (National Security
and Defence Council) (France)

CE Counter-Espionage/security branch of the Deuxieme Bureau
(France)

CEA Commissariat a I'’énergie atomique (Atomic Energy Commission)
(France)

CEMU Executive Committee for the Unified Command (Spain)

CEP Commission d’Enquéte Parlementaire (Switzerland)

CESIS Comitato esecutivo per i servizi di informazione e sicurezza
(Executive Committee for information and security services) (Italy)
CHIS Covert human intelligence sources

Cl Centrale Inlichtingendienst (Central Intelligence Service) (The
Netherlands)

CIA Central Intelligence Agency (United States)

CIC Croatian Intelligence Community

CICO Centre for Intelligence against Organized Crime (Spain)

CIFAS Centro de Inteligencia de las Fuerzas Armadas (Information
Centre for the Armed Forces) (Spain)



ClO Central Intelligence Organization (Rhodesia)

CIS Central Intelligence Service (Albania)/zie: KYP
(Greece)/Commonwealth of Independent States (former Soviet
Union)

CISMIL Centro de Informacoes e Seguranca Militares (Center of
Military Intelligence and Security) (Portugal)

CISR Inter-ministerial Committee for the Security of the Republic
(Italy)

CITCO Centre for Intelligence against Terrorism and Organized Crime
(Spain)

CNCA National Center for Anti-Terrorist Coordination (Spain)

CNI Comunitatii Nationale de Informatii (National Intelligence
Community) (Romania)

CNR Coordinateur national du renseignement (National Intelligence
Coordinator) (France)

COFAR Centro de Operacoes das Forcas Armadas (Operations Center
of the Armed Forces) (Portugal)

COID Customs’ Operational and Investigative Department (Albania)
COMDOS Committee for Disclosing the Documents and Announcing
Affiliation of Bulgarian Citizens to the State Security and the
Intelligence Services of the Bulgarian National Armed Forces
COMINT Communications intelligence

Co.Pa.Si.R Parliamentary Committee for the Security of the Republic
(Italy)

COS Special Operations Center (Poland)

CPDP Commissioner for Personal Data Protection (Albania)

CPS Criminal Prosecution Service (United Kingdom)

CPUN Provisionary Council for National Unity (Romania)

CSAT Consiliul Suprem de Aparare a Tarii (Supreme Defense Council)
(Romania)

CSIS Canadian Security Intelligence Service

CSPs Communications service providers

CSSI Conselho Superior de Seguranca Interna (High Council of Internal
Security) (Portugal)

CUPP Canada-Ukraine Parliamentary Programme



CVD Centrale Veiligheidsdienst (Central Security Agency) (The
Netherlands)

CTA Center for Terror Analysis (Denmark)

CTC Counter Terrorism Command (United Kingdom)

DANS National Security State Agency (Bulgaria)

DAP Dienst fiir Analyse und Pravention (Switzerland)

DAGR General and Confidential Affairs Division (Italy)

DCRG Direction centrale des renseignements généraux (Central
Directorate for General Information) (France)

DCRI Direction centrale du renseignement intérieur (Central
Directorate of Domestic Intelligence) (France)

DDP Directorate for the Defence of the People (Albania)

DEA Drug Enforcement Administration (United States)

DEMA Danish Preparedness Management Agency

DFJ or DFY Democratic Federal Yugoslavia

DGIA Directia Generala de Informatii a Apararei (General Directorate
of Defense Intelligence of the defense ministry) (Romania)

DGS Directorate General for Security (Portugal)

DGSE Direction générale de la sécurité extérieure (General Directorate
for External Security) (France)

DGSI Direction générale de la sécurité intérieure (General Directorate
for Internal Security) (France)

DIMIL Divisao de Informacoes Militares (Military Intelligence Division)
(Portugal)

DINFO Divisao de Informacoes (Division of Intelligence) (Portugal)
DIPI Departamentul de Informatii si de Protectie Interna (Department
of Intelligence and Internal Protection of the ministry of
administration and interior) (Romania)

DIS Department for Security

DISA Defence Intelligence and Security Agency (Albania)

DMF Département Militaire Fédéral (Switzerland)

DNI Direcao Nacional de Informacao (National Directorate of
Intelligence) (Portugal)

DNRED Direction nationale du renseignement et des enquétes
douaniéres (National Directorate for Customs Intelligence and
Investigations) (France)



DPR Délégation parlementaire au renseignement (Intelligence
Parliamentary Delegation) (France)

DPSD Direction de la Protection et de la sécurité de la Défense
(Directorate for the Protection and Security of Defence) (France)
DRM Direction du renseignement militaire (Directorate of Military
Intelligence) (France)

DRPP Direction du renseignement de la Préfecture de Police
(Intelligence Directorate of the Prefecture of Police) (France)

DS State Security Directorate (Bulgaria)

DSIS Danish Security and Intelligence Service

DST Direction de la Surveillance du territoire (Directorate for the
Surveillance of the Territory) (France)

DTI Directorate on Tax Investigations (Albania)

DVIA State Military Historical Archive (Bulgaria)

DVR Military Intelligence Doctrine (Bulgaria)

EEC European Economic Community

EC European Community

ECHR European Convention for the protection of Human Rights and
fundamental freedoms

ELINT Electronic intelligence

EMD Eidgenossische Militardepartement (Switzerland)

EMGFA Estado Maior General das Forcas Armadas (General Staff of
the Armed Forces) (Portugal)

EOS Committee Stortingets kontrollutvalg for etterretnings-,
overvakings- og sikkerhetstjeneste (Parliamentary oversight
committee for the intelligence and security services) (Norway)
ETA Euskadi Ta Askatasuna (Basque Country and Freedom) (Spain)
EU European Union

EUROPOL European Police Office

FARC Fuerzas Armadas Revolucionarias de Colombia (Revolutionary
Armed Forces of Colombia

FBI Federal Bureau of Investigation (United States)

FBIS Federalna bezpecnostna informacna sluzba (Federal Security
Service) (Czechoslovakia)

FDIA Finnish Defence Intelligence Agency

FDJP Federal Department of Justice and Police (Switzerland)



FFND Flieger- und Fliegerabwehr Nachrichtendienst (Air Force and Air
Defence Intelligence Service) (Switzerland)

FHO Fremde Heere Ost (military intelligence unit) (Germany)

FICORA Finnish Communications Regulatory Authority

FIS Federal Intelligence Service (Switzerland)

FISS (OSS) Federal Intelligence Security Service (Bosnia and
Herzegovina)

FIU Financial Intelligence Unit (Albania)

FLN Front de Libération Nationale (National Liberation Front) (Algeria)
FMD Federal Military Department (Switzerland)

FMI Federal Ministry of the Interior (Czechoslvakia)

FNRY Federal Republic of Yugoslavia

FPO Freiheitliche Partei Osterreichs (Freedom Party of Austria)

FRA Forsvarets Radioanstalt (Defense Radio Establishment—SIGINT)
(Sweden)

FSB Federal'naya Sluzhba Bezopasnosti (Federal Security Service)
(Russia)

FSO Federalnaya Sluzhba Okhrany (Federal Protective Service) (Russia)
FUN Defence Intelligence Board (Sweden)

Garda Garda Siochana (lIrish national police)

GBU Joint Intelligence Bureau (Sweden)

GCHQ Government Communications Headquarters (United Kingdom)
GCS Gabinete de Coordenacao de Seguranca (Security Co-ordination
Cabinet) (Portugal)

GDL Grand Duchy of Lithuania

GDR German Democratic Republic

Gestapo Geheime Staatspolizei (Secret State Police) (Germany)

GIA Groupes islamiques armés (Algeria/France)

GIIF General Inspectorate of Financial Information (Poland)

GPU Gosudarstvennoye politicheskoye upravlenie (State Political
Administration) (Soviet Union)

GRU Glavnoye Razvedyvatel'noye Upravleniye (Main Intelligence
Directorate) (Soviet Union)

GS General Staff

GSG Grenzschutzgruppe (Germany)

HIS Croatian Intelligence Service



HNaA Heeresnachrichtenamt (Army Intelligence Office) (Austria)
HUMINT Human intelligence

HZ-HB Croatian Community Herceg-Bosna (Bosnia and Herzegovina)
IB Informations Byran (Information Bureau) (Sweden)

IC Intelligence Community

ICSIA Icelandic Commission on Security and International Affairs
ICTY International Criminal Tribunal for crimes committed in the
former Yugoslavia

IDB Inlichtingendienst Buitenland (Foreign Intelligence Service) (The
Netherlands)

IG Inspector General (Greece)

IMINT Imagery intelligence

INTCEN Intelligence Analysis Centre (European Union)
INTERPOL International Criminal Police Organization

inv. Inventory

loCC Interception of Communications Commissioner (United
Kingdom)

IPT Investigatory Powers Tribunal (United Kingdom)

IRA Irish Republican Army

IRB Independent regulatory bodies

IRl International Republican Institute

ISA Intelligence and Security Agency (Bosnia and Herzegovina)
ISAS Foreign Security Information System (Switzerland)

ISC Intelligence and Security Committee (United Kingdom)
ISCommr Intelligence Services Commissioner (United Kingdom)
ISIL Islamic State of Irag and the Levant

ISIS Domestic Security Information System (Switzerland)

ISR Intelligence, Surveillance, and Reconnaissance

ISS Intelligence and Security Service (Bosnia and
Herzegovina)/lcelandic Security Service

JIC Joint Intelligence Committee (United Kingdom)

JISTARC Joint Intel, Surveillance, Target Acquisition & Reconnaisance
Command (The Netherlands)

JSO Special Operations Unit (Serbia)

JTAC Joint Terrorism Analysis Centre (United Kingdom)

KaPo Kaitsepolitseiamet (Internal Security Service) (Estonia)



KGB Komitet gosudarstvennoy bezopasnosti (Committee for State
Security) (USSR)

KOS See: UB

KSI Special Collections Unit (Sweden)

KSNS Presidential National Security Consultative Council (Bulgaria)
KSS Committee for Special Services (Poland)

KYP (or CIS) Kentriki Ypiresia Pliroforion (Central Intelligence Services)
(Greece)

KYPE Kentriki Ypiresia Pliroforion and Erevnas (Central Intelligence
Service and Research) (Greece)

KYSEA Foreign Affairs and Defence Government (Greece)

Lamid Landmachtinlichtingendienst (Army Intelligence Service) (The
Netherlands)

LDNFA Lei De Defesa Nacional e das Forcas Armadas (Law of National
Defence and the Armed Forces) (Portugal)

LFRC Loi fédérale sur le renseignement civil (Switzerland)

LMSI Loi fédérale instituant des mesures visant au maintien de la
sUreté intérieure (Switzerland)

LP Legido Portuguesa (Portuguese Legion)

LPD Loi fédérale sur la protection des données (LPD) (Federal Law on
Data Protection) (Switzerland)

LRens Loi sur les Services de Renseignement (Switzerland)

LUID Luchtmacht Inlichtingendienst (Air Force Intelligence Service)
(The Netherlands)

LVT Landesamt fiir Verfassungsschutz und Terrorismusbekampfung
(State Office for the Protection of the Constitution and
Counterterrorism) (Austria)

MI5/MI6 Military Intelligence 5/6

MAD Militarische Abschirmdienst (Military Protective Service)
(Germany)

MAP Membership Action Plan (NATO)

MARID Marine Inlichtingendienst (Navy Intelligence Service) (The
Netherlands)

MFA Ministry of Foreign Affairs

MG Militair Gezag (Military Authority) (The Netherlands)

MGB (Ministry of Internal Security) (Soviet Union)



MIA Military Intelligence Agency (Albania)

MID Militaire Inlichtingendienst (Military Intelligence Service) (The
Netherlands)/Military Intelligence Directorate (Romania)

MIS Military Intelligence Service (Switzerland)

MIVD Military Intelligence and Security Service (Lithuania; The
Netherlands)

MINUSMA Multidimensional Integrated Stabilisation Mission (United
Nations/Mali)

MND Militarischer Nachrichtendienst (Switzerland)

MoD Ministry of Defense

MOI Ministry of (the) Interior

MP Member of Parliament

MUP Interior Ministry (Bosnia and Herzegovina/Serbia)

MUST Militara underrattelse- och sakerhetstjansten (Military
Intelligence and Security Directorate) (Sweden)

Nagr Gruppe Heeresnachrichtenwesen (Group Army Intelligence)
(Austria)

NATO North Atlantic Treaty Organization

NBAC National Security Analytical Center (Slovakia)

NBC Nuclear, biological, and chemical

NCDE National Co-ordinator for Domestic Extremism (United
Kingdom)

NCSC-FI National Cyber Security Centre Finland

NCTb Nationaal Coordinator Terrorismebestrijding (Office of the
Coordinator for Counterterrorism) (The Netherlands)

NCTV Nationaal Coordinator Terrorismebestrijding en Veiligheid
(Office of the Coordinator for Counterterrorism and Security/Safety)
(The Netherlands)

ND Nachrichtendienst (Intelligence Service) (Switzerland)

NDI National Democratic Institute

NDB Sektion Nachrichtendienst des Bundes
(Switzerland)/Nachrichtenbeschaffung (Collection Section)
(Switzerland)

NIC National Intelligence Council (Greece)/National Intelligence Cells
NIS Norwegian Intelligence Service

NIS(-EYP) Greek National Intelligence Service



NKVD People's Commissariat for Internal Affairs (Soviet Union)

no. number

NORUSA intelligence cooperation agreement between Norway and
United States

NRS National Intelligence Agency (Bulgaria)

NS Control and Supervision Service (Croatia)/National Socialist

NSA National Security Agency (United States)

NSC National Security Council (Serbia; United Kingdom)

NSO National Sigint Organisation (The Netherlands)

NSS National Security Service (Bosnia and Herzegovina)

NSU Nationalsozialistischer Untergrund (Nazi Underground)
(Germany)

NTR Scientific-Technical Intelligence Directorate (Bulgaria)

NUE National Intelligence Unit (Sweden)

OAS Organisation armée secrete (Secret Armed Organization) (France)
ObU Military Intelligence Service (Yugoslavia); Directorate of Military
Intelligence Affairs (Croatia)

OCN National AntiSubversive Organisation (Spain)

OGE Ordonnance sur la guerre électronique et I'exploration radio
(Switzerland)

OGPU Obyedinyonnoye gosudarstvennoye politicheskoye upravleniye
(Joint State Political Directorate) (Soviet Union)

Oll Office of Integrated Intelligence (Romania)

OPEC Organization of the Petroleum Exporting Countries

Org. Organisation Gehlen (Germany)

OSC Office of Surveillance Commissioners

OSCE Organization for Security and Co-operation in Europe

OSINT Open source intelligence

OSNAZ Osobogo naznacheniya (special purpose detachments) (Soviet
Union)

OSRA Ordonnance concernant le Service de renseignement de I'armée
(Switzerland)

OSRC Ordonnance concernant le Service de renseignement de I'armée
(Switzerland)

OSS see: FISS (Bosnia and Herzegovina)/Office of Strategic Services
(United States)



OVP Osterreichische Volkspartei (Austria’s People’s Party)

OVS Obvescevalno-Varnostna Sluzba (Defense Intelligence and
Security Agency) (Slovenia)

P-26/P-27 Projekt-26 /27 (Switzerland)

PACE Parliamentary Assembly of the Council of Europe

PAKBO communist spy-ring in Pontresina, Arth, Kreuzlingen, Bern, and
Orselina (Switzersland)

PASOK Panhellenic Socialist Movement Party (Greece)

PBD Politiebuitendienst (Police Outer Service) (The Netherlands)
PCE Partido Comunista de Espana (Communist Party of Spain)
PCNS Parliamentary Committee on National Security (Albania)

PES Situation Awareness Presentation (Switzerland)

PET Politiets Efterretningstjeneste (Security and Intelligence Service)
(Denmark)

PET-Tilsyn Supervision with the intelligence service (Denmark)

PfP Partnership for Peace (NATO)

PGP Pretty Good Privacy

PGU First Main Directorate (= Foreign Intelligence) (Bulgaria)

PIDE Policia Internacional e de Defesa do Estado (International and
State Defense Police) (Portugal)

PIR Priority Intelligenece Requirement

PIRA Provisional Irish Republican Army

PiS (Party for) Law and Justice (Poland)

PLA Party of Labour of Albania

PM Prime Minister

PNIP National Plan of Intelligence Priorities (Romania)

PO Civic Platform (Poland)

PolPol Poliitiline politsei (political police) (Estonia)

POT Police Surveillance Service (Norway)

PSOE Partido Socialista Obrero Espanol (Spanish Socialist Workers
Party)

PST Police Security Service (Norway)

PUK Parlamentarische Untersuchungskommission (Parliamentary
Investigation Committee) (Switzerland)

PVDE Police of Surveillance and State Defense (Policia de Vigilancia e
de Defesa do Estado) (Portugal)



RAF Rote Armee Fraktion (Red Armee Fraction) (Germany)

RDB State Security Department for the Republic of Serbia

RBH Republic of Bosnia and Herzegovina

REA Rigspolitiets Efterretningsafdeling (Danish Commissioner’s
Department for Intelligence)

REWI Résistance-Widerstand (Switzerland)

RGANI Russian State Archive of Contemporary History

RIA Estonian Information System’s Authority

RIPA Regulation of Investigatory Powers Act (United Kingdom)

RO Intelligence Department (Bulgaria)

RS Republic of Srpska (Bosnia and Herzegovina)

RSHA Reichssicherheitshauptamt (Reich Security Main Office)
(Germany)

RU Razuznavatelno upravlenie (Intelligence Directorate at the General
Staff) (Bulgaria)

RUC Royal Ulster Constabulary

RUE RosUkrEnergo

RV&PVO Air Force and Anti-Aircraft Defense (Croatia)

SAA Stabilisation and Association Agreement (European Union)

SAP Service d’Analyse et de Prévention (Service for Analysis and
Prevention (Switzerland)

SAPO Sikerhetspolisen (Security Service) (Sweden)

SAS Special Air Service (United Kingdom)

SATCOM Satellite communications

SBN Stay Behind Network

SBU Sluzhba Bezpeky Ukrayiny (Security Service of Ukraine)

SC Customs Service (Poland)

SCCI Servicos de Centralizacao e Coordenacao de Informacoes
(Services of Centralization and Coordination of Intelligence) (Portugal)
SCRT Service central du renseignement territorial (Central Service for
Territorial Intelligence) (France)

SD Sicherheitsdienst (Security Service) (Germany)

SDAO Sous-direction de I'anticipation opérationnelle (Sub-Directorate
for Operational Planning of the Gendarmerie nationale) (France)

SDB Federal State Security (Serbia)



SDECE Service de documentation extérieure et de contre-espionnage
(Service for External Documentation and Counter-Espionage) (France)
SDCI Conselho Diretor e Coordenador de Informacao (Board of
Directors and Intelligence Coordinators) (Portugal)

SDU Special Detective Unit (Ireland)

SDV Sluzba drZavne varnosti (State Security Service) (Yugoslavia)
SECED Servicio Central de Documentacion (Central Service of
Documentation) (Spain)

SEE South East Europe

SEEIC South East European Intelligence Conference

SFRY Socialist Federal Republic of Yugoslavia

SG Border Guard (Poland)

SGDN Secretariado Geral da Defesa Nacional (2™ Division of the Joint
Staff) (Portugal)

SGDSN Secrétariat général de la Défense et de la Sécurité nationale
(General Secretariat for National Defence and Security) (France)

SHIK National Intelligence Service (Albania)

SHIR Counter Intelligence Service of Ministry of Interior (Albania)
SHIU Military Intelligence Service (Albania)

SICMI Service of Internal Control and Complaints in the Ministry of
Interior (Albania)

SICON Slovenian Contingent

SICPS Service of Internal Control in the Ministry of Public Order
(Albania)

SID Servizio Informazioni Difesa (Defence Intelligence)
(Italy)/Information Service of Defence (Spain)/Service for Investigation
and Documentation (=Foreign Intelligence Service) (Yugoslavia)

SIE Serviciul de informatii externe (Foreign Intelligence Service)
(Romania)

SIED Servicos de Informacoes Estratégicas e Defesa (Strategic and
Defense Intelligence Services) (Portugal)

SIEDM Servico de Informacoes Estratégicas e de Defesa Militar (Office
of Strategic Intelligence and Military Defense) (Portugal)

SIFAT Armed Forces Information Service (Italy)

SIGINT Signals intelligence



SIM Military Information Service (Italy)/Servico de Informacoes
Militares (Military Intelligence Service) (Portugal)

SIOS Local military agency (Italy)

SIPA State Investigation and Protection Agency (Bosnia and
Herzegovina)

SIPO Security Police (Denmark)

SIR Servico de Informacdes da Republica (Information Service of the
Republic) (Portugal)

SIRENE Supplementary Information Request at the National Entry
SIRP Servicos de Informacoes da Republica Portuguesa (Intelligence
Services of the Portuguese Republic) (Portugal)

SIS Security Intelligence Service (Croatia)/Special Intelligence Service
(Italy) Servicos de Informacoes e Seguranca (Intelligence and Security
Services) (Portugal)/Slovak Information Service/Secret Intelligence
Service (United Kingdon)/Schengen Information System

SISDE Servizio per le informazioni e la sicurezza democratica (Service
for information and security of democracy) (Italy)

SISMI Servizio per le informazioni e la sicurezza militare (Military
Intelligence and Security Service) (Italy)

SIUN State Inspection for Military Intelligence (Sweden)

SKW Military Counterintelligence Service (Poland)

SLD Democratic Left Alliance (Poland)

SNB National Security Corps (Czechoslovakia)

SND Strategischer/Schweizer Nachrichtendienst (Strategic/Swiss
Intelligence Service)

SNPCT National System for Preventing and Combating Terrorism
(Romania)

SOA Security and Intelligence Agency (Croatia)

SOE Special Operations Executive (United Kingdom)

SOU Statens Offentliga Utredningar (Sweden)

SOVA Slovenska Obves¢evalno-Varnostna Agencija (Slovenian
Intelligence and Security Agency)

SP Socialist Party (of Albania)

SPETSNAZ Spetsialnogo naznatsjenieja (special forces units) (Soviet
Union)



SPO Sozialdemokratische Partei Osterreichs (Social Democratic Party
of Austria)

SPOP Sigurimi Political and Organisational Platform (Albania)

SPP Serbian Progressive Party

SR Service de renseignement (Intelligence Service/intelligence branch
of the Deuxiéme Bureau) (France)

SRA Service de Renseignement de 'Armée (Switzerland)

SR ADCA Service de Renseignement de I'Aviation et de la Défense
Contre Avions (Switzerland)

SRC Service de Renseignement de la Confédération (Switzerland)
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Introduction

Bob de Graaff and James M. Nyce

Novelist and member during World War 1l of the British intelligence service
MI6 in Lourenco Marques, Mozambique, Malcolm Muggeridge may have
exaggerated when he wrote: “They came among us, these aspiring
American spymasters, like innocent girls from a finishing-school anxious to
learn the seasoned-demi-monde ways of practitioners—in this case, the

legendary British Secret Service.”[*) However, in a top-secret lecture about
OSS (one of the American wartime intelligence organizations) at the Army
and Navy Staff College in Washington, D.C., on November 1, 1943, its head,
William (“Wild Bill”) Donovan, told his audience that the OSS had indeed
“learned a great deal from the aid the British SIS have given us . . . and we
have modeled a lot of our methods upon them, but we have changed them
to correspond to the peculiar characteristics of our own country.”[z] In
short, intelligence communities and individual intelligence agencies, even
when inspired from abroad, have to adapt to their national environment
and invent structures and cultures of their own. Just like there is a “British
Way in Intelligence,”®! a “British Way in Warfare,”l* and a “British Way in
Cold Warfare,”l®! there is an “American Way of War”!¢! and an American
culture of intelligence,m and for that matter, there can be any number of
national culture(s) of intelligence,[s] all of which reflects the history and
circumstances of the nation-state that established that service.
Characteristics of the American intelligence community that have been
noted include, for example: its large resources, its size and its technical
capabilities, its weak internal cohesion, its relative or periodic openness,
and its scientific or empirical orientation.!”]

These differences among national intelligence cultures can become
increasingly apparent in a global world in which both, intelligence
cooperation and intelligence wars, make their presence even more felt.
The rather complacent reaction of the British public to the Snowden
revelations compared to the U.S. and German reactions, for instance, has
been ascribed to the fact that the UK still carries the imprint of a monarchy,



unlike the United States, and that neither has been under a dictatorship,
like Germany.!1% National intelligence cultures are shaped by their
country’s history and environment, to such an extent that even what is
understood by the word and the reality of intelligence can differ markedly
per country. “It would be a mistake to think that just because English is the
language of both Britain and America, when we talk about law or
intelligence we are talking about identical matters,” wrote John Ranelagh.

(111 gy asking, “What is intelligence?” the British intelligence scholar Philip
H. J. Davies remarked, “We may be barking up the wrong intellectual tree.
The real questions should perhaps be ‘How do different countries and
institutions define intelligence?’ and ‘What are the consequences of those
different definitions?”’112] 1t is just these questions that this volume, using
Europe as an example, will try to shed some light on.
In the past, searches for such commonalities and differences have

emphasized the importance of the regime type (democratic, autocratic, or

totalitarian) and different threat perceptions,m] the way a nation defines
intelligence (e.g., only information gathering and analysis or also covert
action and counter-intelligence),!** its culture of secrecy,!'® a nation’s
attitude toward peace and war or violence,!*®) the architectures of
intelligence communities (e.g., centralization versus competitiveness)
and their place within the nations’ other bureaucracies, '8 the relationship
between a nation’s intelligence elite and its political elite,[29 the (lack of)
linkage between a nation’s foreign policy and its intelligence apparatus,[zol
the military or civilian nature of intelligence services, 2! the relationship
between intelligence and law enforcement, 22 the relative importance of
attention paid to threats and opportunities,[23] foreign models and
examples,24 the legal foundation,?°! the role played by technological
developments,[26] the relative importance of collection and analysis, the

differences in the intelligence product (raw intelligence or all-sources
intelligence) disseminated, how intelligence is assessed and disseminated,

the action orientation of the intelligence agencies,m] and the degree of

openness regarding a country’s intelligence service.[28]
In spite of these many efforts, it is still hard to find any systematic
comparisons in the literature between the national cultures of intelligence
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agencies or communities. It is even more difficult to find publications that
treat different national intelligence agencies and communities as though
they were more or less equal.l?”! In fact, there tends to be in the literature
an assumed hierarchy that equates a nation’s size and/or economic value
with the quality of its intelligence service. It is this assumption, along with
others to be discussed later, that has weakened scholarship in this area.

This is to be regretted because with intelligence agencies, just as with
anything else, only by careful comparison is it possible to describe and
compare unique or shared characteristics!® as well as the influence
various services have had on each other. There have been, however,
several attempts to remedy this shortcoming in the literature on
intelligence. First, there is the German-language Der Krieg im Dunkeln: Die
Wahre Macht der Geheimdienste, a journalistic product by Udo Ulfkotte
that treats the intelligence services of the United States, the United

Kingdom, France, Germany, Russia, and Israel more or less anecdotally.

In 2003, a volume covering some of the lesser-known intelligence
communities was published as a Swedish initiative: Democracy, Law and
Security: Internal Security Services in Contemporary Europe, edited by Jean-
Paul Brodeur, Peter Gill, and Dennis Tollborg. The nations included here
are: Belgium, France, Germany, Hungary, The Netherlands, Poland, Spain,
Sweden, and the United Kingdom. Oddly, Canada was also included in this
volume on contemporary Europe. As the title implies, the emphasis was on
the internal security services, especially on the civilian ones. Authors were
asked to not only discuss the actual activities of these services but also
take normative positions on these actions. In fact, the book attempted,
more than anything else, to ask and answer moral questions related to
these intelligence services. As the book was published about the time of
September 11, 2001, some of the authors addressed the event, while
others did not.[32

In 2008, two volumes of the PSI Handbook of Global Security and
Intelligence were published, which describe national intelligence and
security agencies from all over the world. However, it is a bit arbitrary as to
which countries were included. The book, for example, included
intelligence services in Albania, Bosnia-Herzegovina, Bulgaria, Germany,
Greece, The Netherlands, Russia, Spain, Sweden, and the United Kingdom
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—although the book stands out because the authors were asked to
address some common topics (and some did so). Also, the authors often
differed quite widely in the approaches they took to these themes, which
weakened the volumes as a whole. Some national services were presented
by academics and others by (former) practitioners—a phenomenon that is
guite common in the domain of intelligence studies, but this did not yield
the cohesiveness that perhaps the volumes’ editors would have liked to
have seen. It is this lack of cohesion, in fact, that weakened the volume’s
impact on the field of intelligence studies. Sometimes, for example, a
country’s complete intelligence community is described and sometimes
only a single agency. Military intelligence services are also almost
completely absent from the book. The time frame the authors employ
differs greatly from chapter to chapter. One result is that the volumes show
just how fast topics and debates in the world of intelligence can become
outdated. The authors’ discussions of whether 9/11 was a watershed in the
intelligence world and the almost complete lack of discussions on cyber
and electronic surveillance prove this case for the volumes.

A more recent volume is Intelligence Elsewhere (2013), edited by
longtime advocates of comparative intelligence studies Philip H. J. Davies
and Kristian Gustafson. The scope of their book goes beyond the West and
looks at some of the intelligence services outside the European or
American orbit and beyond those in existence today. The result is a medley
of historical studies of Chinese, classical Indian, Byzantine-Russian, and
Arab services, mixed with discussion of current practices in Argentina,
Ghana, Indonesia, Iran, Japan, Pakistan, Finland, and Sweden. The volume
then hardly represents the kind of best practice comparative research that
its editors have argued for in the past. The only area in intelligence studies,
then, in which systematic comparisons have been made is that of
intelligence oversight and democratization.[33!

In 2014, Secret Intelligence in the European States System, 1918-
1989, edited by Jonathan Haslam and Karina Urbach, was published. In
spite of its promising title, it is not strictly a comparative study. Its seven
chapters focus on Britain, France, Germany, and the Soviet Union, and two
chapters are on the period prior to 1940, one on World War Il, and four on
the Cold War. Even the introduction makes no comparative statements and



mainly complains about the lack of interest orthodox historians have

shown in intelligence studies.[®*

So, in spite of the growing number of intelligence studies, academic
and public knowledge of the intelligence world seems to begin and end
with America, the United Kingdom, and Russia. In short, taking into
consideration the few (and weak) exceptions mentioned above, when it
comes to comparisons, the search for similarities and differences has
largely remained restricted to Russia, the Anglo-Saxon services, their
partners, and NATO allies.[3°!

After the growth of intelligence studies in the Anglo-Saxon world, now
continental Europe has also seen an increase in academic courses on
intelligence. Nevertheless, those who teach or study these services often
feel that the predominance of the American, British, and Russian
intelligence services, models, and discourses in the literature biases what

has been written about the intelligence community.[36] Because the
academics have not been involved in the practicalities of the intelligence
world outside these services, they often are plagued by questions about
the extent to which other national practices may differ from the ones they
know best. There is also, given this, the issue of whether the intelligence-
studies communities even recognize that these biases exist. Therefore,
there is a need for information about intelligence communities in the rest
of the world. More than a quarter of a century ago, international relations
professor Adda B. Bozeman described the American “bent of mind [as one]
that shies away from identifying and assessing others on their own
terms.”%”] And more recently, an old CIA hand, Charles Faddis, observed
that the U.S. intelligence community often does a poor job at getting
insights about others: “We still think like Americans, act like Americans.
And the same holds true for academic intelligence literature. It is this
colonialism of the mind, this reliance on folk, cultural models, that has
more effect on intelligence studies than any of the biases discussed so far.
As Richard J. Aldrich and John Kasuku have observed, much academic
writing has been produced by a community of Anglo-Saxon intelligence
scholars who often assume that the processes and structures are like
natural events that happen the same way everywhere. Further, much
academic writing on intelligence tends to view the subject as some
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function of “American foreign policy making, locating the focus of the
debate firmly within Washington’s Beltway.”[3% This raises the issue,
already a problematic one in this area of study, of whether the
practitioners’ voice should “count as much” or be seen as the same as
scholarly analysis. While a number of these biases have not received the
attention they deserve, this particular kind of ethnocentrism, this America-
centrism, has led to a call in recent years for the promotion of cross-
cultural knowledge and competences among intelligence professionals and
scholars.[* The volume is in part a response to this.

To put it another way, in the international exchanges between
intelligence practitioners, national differences stemming from different
national structures and cultures are often overlooked, and this can weaken
service-to-service collaboration. (The same is true of course for intelligence
scholars.) One tends to overlook the fact that a member of one of the
Scandinavian intelligence services, for example, can have a quite different
understanding of what intelligence is, compared to a German or French
intelligence officer. Also what legitimatizes a country’s intelligence
processes can differ between countries like Germany and Italy. Any number
of social and cultural variables (like size) can help explain how intelligence
processes are conducted and legitimatized in a particular country. As there
is a growing tendency today to collaborate internationally, that is, within
the European Union, NATO, or any Western coalition, and to move from
national to international security, we thought that a book that focuses on a
number of the European national intelligence cultures would not only
benefit academics but also intelligence producers, intelligence consumers,
and intelligence watchdogs as well. Even though it is our intention to
broaden the geographic spread of the intelligence agencies studied, we
also had to accept some practical limitations. Because so much has been
published on the larger Western services, we decided to focus on the
smaller European national intelligence services, not only because there is
little literature available on them but also because few attempts have been
made so far to make analytic statements about these services, let alone
make comparisons between them.[*!] The result is that we restricted
ourselves to these European services, and in this way this volume has a
different focus and agenda from, for instance, Intelligence Elsewhere



(2013). Also, in contrast to other publications, our approach aimed at being
both comprehensive and systematic regarding these smaller European
agencies. This volume therefore includes these thirty-two countries:
Albania, Austria, Belgium, Bosnia, Bulgaria, Croatia, the Czech Repubilic,
Denmark, Estonia, Finland, France, Germany, Greece, Iceland, Ireland, Italy,
Lithuania, Luxembourg, Montenegro, The Netherlands, Norway, Poland,
Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Ukraine, and the United Kingdom. This does not reflect any Eurocentric
bias on our part: in fact, we hope that others will follow our lead and
publish similar volumes on intelligence services and the historical, cultural
variations between them in other closely coupled regions of the world. As
for this volume, the choice of services acknowledges that close neighbors
and shared borders can greatly influence how a particular intelligence
service evolves over time. Still, even in Europe, where countries have
shared many historical experiences and where the processes of political
and military integration have gone much further than in many other parts
of the world, one’s national intelligence service is still very much colored by
that country’s national experiences, culture, and outlook.

Further, we tried not only to be comprehensive by including as many
smaller European nations as possible, we also asked the authors to address
the intelligence community rather than focus on any single national
agency. We also hoped to redress in this way, among other things, the lack
of attention given, for example, to military intelligence services
encountered in the literature.

To help the authors make meaningful comparisons between different
national intelligence agencies, we outlined a framework in which an
intelligence organization or an intelligence community is seen as part of an
open social system in transition.[*?] In this model, the intelligence
organization operates in a task and a value environment. While the
volume’s contributors did not directly apply this model in every case study,
a discussion of this framework here can provide the reader with an analytic
model that they might find useful as they read through various chapters of
the volume. The task environment consists of all the actors that may have
an influence upon the intelligence organization and/or may be influenced
by the acts and products of the organization. The value environment is the



cultural and ideological climate in which the organization operates. The
intelligence system, including its environment(s), is but a subsystem of
larger systems, for example, the security system, the political system, or
the military system.[43] Of course, what is defined as task and value, as well
as other terms used here, depends very much on one’s scholarly bias and
how one employs this model.

Interactions between the organization and its environment(s) can be
interpreted in this model in terms of input and output. Input can be
defined as either support or demand. From the perspective of an
intelligence organization, these are often (re)interpreted in terms like
threats and opportunities, perils and promises. Demands can come from
the political arena or the public at large regarding the organization’s
performance and products, its legal or ethical restrictions, but they may
also take the form of information that the organization has to act upon in
order to maintain and further legitimatize itself in its environment.

The output of an intelligence organization is often a completed
product or task, which can include covert actions or active measures. There
are also processes within the intelligence organization that convert support
and demand into output. These “throughputs” cover parts of the so-called
intelligence cycle, like the processing of the information (decryption,
translation, photo-interpretation, and so on), assessment, evaluation, and
analysis. These are some of the processes that transform raw intelligence
into finished intelligence. The outcomes also include the decision-making
process that leads up to certain national actions. All these processes, those
internal and external to an intelligence community, reflect a complex set of
perceptions of reality, values, and behavioral norms whose origins often
reflect a nation’s history and culture.

We have also sent Nyce’s “Hindsight Bias, Scientism and Certitude:
Some Problems in the Intelligence Literature” to contributors to this book
because this paper complements the analytic framework described above
and brings to the surface some issues we believed contributors might want
to pay some attention to.[44] Broadly speaking, the framework described
above focuses on the external factors that can influence a nation’s
intelligence community, while Nyce’s paper focuses on more intrinsic
factors ranging from the workplace to the social organization of institutions



and the role these play in constituting a nation’s intelligence environment.
It is these largely invisible factors, at least to most scholars of the
intelligence community, that often make intelligence services work
unintelligible also to insiders. It is these factors, too, that often make
services refractory to change, unable to meet their goals, and at the same
unable to understand why.

THE IMPACT OF THE ENVIRONMENT

These are some of the environmental factors contributors were asked to
comment on:

1.

The national, international, political, and military setting within which
these communities or agencies operate. Is their nation part of an
alliance or alliances? What is its political structure and culture? Is the
organization civilian or part of a military establishment? More
generally, how can the intelligence environment be described given
the number and kinds of relevant actors?

. Which laws influence the working (and mandate) of the organization

or community? How is oversight arranged and, to what extent,
enforced?

. What events have had a lasting impact on the outlook and mission of

the organization(s), Have any had the effect Pearl Harbor or 9/11 has
had on the mission of the U.S. intelligence community?

. What are the (foreign) policies they are to support? A great power

may need different intelligence input regarding these policies than a
smaller nation. But the link between a nation’s intelligence
community and its foreign policy can be worthwhile to explore: Do
the intelligence producers operate and produce in a setting that can
be described as realistic, idealistic, or constructivist? What does a
nation’s service(s’) (perceived) threat environment look like, externally
and internally?

. Are there any competitors within their task environment? To what

extent do they compete, and to what extent is it possible for them to
collaborate?



. Who are the consumers of intelligence products? Are intelligence

requirements demand driven? Or are they determined by the
service(s) themselves? And if they are demand driven, who
formulates these demands: for example, the government, ministries,
or politicians, or elements outside the government itself?

. What are the organization’s or community’s targets? In particular,

what is its scope? And is there a particular focus? What does the
community prioritize, and how does this reflect the target’s history
and previous engagement(s) with the service and its nation-state?

. What are the organization’s or community’s resources? How is it

funded? What can it invest in (and does it?), for example, expensive
technical means of collection, such as interception facilities, satellites,
or submarines? How do funding constraints inform the use (and
collection) of different types of “intelligence”?

. What is the international and national reputation of the organization

and community? How did this reputation emerge, and how has it
changed over time?

THE COMMUNITY OR ORGANIZATION ITSELF

Internal factors may be:

1.

n

What is the official mission of the organization? And to what extent
has this become a reality?

. How is the intelligence organization/community linked up to the

national identity?

. Has a founding father had a decisive influence upon the community or

agencies? If so, has the organization been able to move away from or
reinvent his principles once he left the organization?

. Does some traumatic experience(s) haunt the organization, such as a

particular intelligence failure, a molehunt, or a tainted political past?
Do these traumas today create specific problems for the organization?
If so what kinds of problems?

. What is the size of the organization? How is it structured?
. What is the organization’s relationship with the outside world? How is

staff recruited and from where? Are contractors or temporary staff



used? If so, for what purposes and on what terms are they employed?
How are intelligence officers trained and promoted? Is gender ever an
issue? What is the salary range: is it competitive?

7. Does the intelligence community have a vision? How is this
articulated? Is it, for example, threat or opportunity focused? Does it
include counter-intelligence and covert action?

8. How are the intelligence processes organized? Is the focus, for
example, on particular countries, themes, or functions? Is project
management by the book, or does it depend more upon the threats
or opportunities that present themselves? What is the relationship
between long-term intelligence gathering, analysis, and reporting and
the pressure of daily intelligence requirements?

9. What is the relationship between those responsible for collection,
analysis, and dissemination? To what extent (and how) do they
collaborate? Is there a code of conduct or a platform for discussing
ethical questions within the organization? How are whistleblowers
regarded and treated?

10. How is the organization’s morale? How is morale managed within the
organization? Do many of the employees see themselves as lifelong
employees within the organization? Do retirees or alumni have a role?
Does it condone the writing of memoirs by former employees? Is
there a mechanism in place to vet such memoirs?

THE EFFECTS UPON THE ENVIRONMENT

And, finally, there are the effects intelligence communities have on their
environment:

1. Does the intelligence agency primarily distribute finished or raw
intelligence? Who does the dissemination and in what form?

2. To whom are reports and other types of information disseminated?
Does the organization or community solicit information, that is, from
policy makers, regarding its performance? Is there a structure in place
to help facilitate this?

3. Is there a clear division between intelligence policy making and
decision making? To what extent does politics (at any level) play a role



in maintaining or reducing this divide and in the kinds of intelligence
the community disseminates?

4. Is there cooperation with the armed forces, special forces, law
enforcement and private companies? How well does this work in
practice?

5. How transparent is the organization/community? Does it publish
vacancies? Are there other ways it promotes transparency? What is
the relationship with the media, civil rights advocates, and such?

In order to provide a common focus to the volume, we also asked the
authors to use, as much as possible, the same outline and headers: the
intelligence services’ cultural and historical context, their internal
structure, the role oversight has had, and notable experiences.

(EXPECTED) OUTCOME

First, this volume is intended to give readers some insight into a number of
little known European national intelligence agencies. Second, the volume’s
authors and editors hope that this material will allow others to make
comparisons, to discuss “same” and “difference” among these intelligence
organizations (and others already in the literature).

In this way (and others), this volume will help intelligence studies
arrive at a more mature analytic position. To understand why, let us turn to
historiography of the industrial revolution. For a long time, the English
industrial revolution was taken to be a kind of normative model, which was
expected to repeat and reproduce itself more or less exactly elsewhere in
the world. One result was that the industrial revolution(s) of the
“latecomers” were often seen as deviations or accidents that required
much explanation. Today, however it is these latecomers that are seen as
providing more or less the standard model for industrial and social
innovation, not the English industrial revolution. In the same way, the
American, British, and Russian intelligence agencies, long seen as the
standard to which others may only aspire, may in the future become the
outliers. For a variety of reasons, then, this collection should interest
academics in intelligence studies as well as practitioners who have to



understand the way intelligence is carried out in other countries, friendly
to them or not.

Let us point out some similarities between the intelligence
communities and services described here, so that the reader can focus on
the issues that are of more interest to them. Even a quick glance at the
volume shows that the intelligence systems of the different European
countries do have a lot in common. The most distinctive driver of
differences appears to be a nation’s history of political regimes. It does
matter whether the political culture of a nation is (or has been) a
dictatorship or a democracy. Non-democratic states tend to emphasize the
internal aspects of intelligence and consequently security services’ being
actually “counter-intelligence states.”14°] Beyond this, other similarities or
commonalities can be identified.

The organization and culture of a nation’s intelligence and security
services is often shaped by what is perceived as national or collective social
traumatic events. In these events, an intelligence failure was often the
cause of a major change in the methods of a service, its dissolution, or
reinvention. It has, as well, led to the establishment of an entire
intelligence community or service, as the Boer War did for the United
Kingdom.[46] The solution chosen at such a point is influenced by the
broader political culture of the nation involved, but it was also often
influenced by other countries’ models, particularly that of the Soviet Union
in Eastern Europe and the United Kingdom and the United States in
Western Europe, as well as in Eastern Europe after the Cold War. However,
over time, all countries show a tendency toward decolonization, reject
these models, and attempt to redefine their services in their own terms.
This trend could be seen even during the Cold War, both in Eastern and
Western Europe services, arising from and often creating a tension
between national and allied objectives on both sides of the Iron Curtain.
This phenomenon was reinforced by the fact that intelligence agencies
during the Cold War not only focused on what the Soviets and Americans
called “the main adversary” but also on the intentions and capabilities of
their close neighbors within their own alliance, to say nothing of some
services’ concern with internal “oppositions” or dissent.



In all countries, there is a separation between civil and military
services and, in most cases, between intelligence and police, although in
recent years these divisions have blurred.[*”! This blurring seems to be
independent of whether criminal intelligence gathering is part of the
established intelligence community’s mandate or not. In the cases here,
the intelligence community sometimes is made up of only two national
services, but in other cases five or six exist. This is not merely an academic
issue as a nation’s legal framework for intelligence often applies to those
agencies and agendas that are part of this established community. In many
cases, intelligence collecting and analyzing agencies (and activities) occur
outside this community, for example, in a nation’s ministry of finance,
among military police, or in customs services. Irrespective of the extent of
the intelligence community’s actual or normative coordination efforts,
weak linkages between services and agencies are seen as a major problem
in all countries.

Various countries in Europe have recently seen major reforms or even
revolutions in the field of intelligence, particularly in Eastern Europe after
communism. These reforms have had mixed results. Sometimes there has
been a seemingly rapid adaptation to the democratic model, as in the case
of Romania; sometimes it looks as though hardly anything has changed, as
in Ukraine (before the latest revolution); and sometimes there has been
much delay and frustration with lack of progress, as in Serbia. Here, as in
other Eastern European nation-states, this is the result of legacy issues, for
example the continued influence of “old hands” and previous
organizational models. Nevertheless, services in Eastern Europe have
generally managed to gain legitimacy rather quickly, given that they have
populations that have such negative experiences (and histories) with their
nations’ intelligence and security services. This underscores what Robert
Jervis has written, about the ease with which new democracies have been
able to work out acceptable relations with their (previous) intelligence
services.8l In such cases, transparency proved to be an important factor.
However, the optimism can be misplaced, given the considerable resources
and competences a service has, to reflect what reformers, the public, and
politicians wish to hear. Still, in the Western European countries, the
legitimacy of the intelligence and security services seems to have increased



in the first decade of the twenty-first century, not only because of greater
transparency but also because of their populations’ commitment to the
“war on terror.” It remains to be seen whether the perception that these
services cannot handle such threats will eventually erode their legitimacy.
It is also not clear what lasting effect revelations like Snowden’s will have
on public trust.

On the other hand, these services will in the future have to address
new and increased asymmetric threats that seem more difficult for services
to confront than the symmetric ones of the Cold War. One result is that the
dividing line between national security and intelligence collection abroad is
being renegotiated. In the twentieth century, intelligence and security
services were considered symbols and agents of national sovereignty per
se. However, over the past fifteen years, there has been an unprecedented
international cooperation among services. This has led to a tangled web of
multilevel partnerships, which makes it often difficult to determine which
information should be shared, on what platform(s), with which country, for
what reason, and in which context. The question remains, however, given
the kinds of threats these services face today, whether the solutions posed
today, for example, internal reforms, law/policy revision, and new
technologies, are up to the job. Oversight of today’s intelligence services is
carried out over a patchwork of law, policy, and institutions, which can
cross administrative, jural, and even national boundaries. Therefore, it can
be difficult today when it comes to oversight and accountability to strike a
balance between too much intervention and outside control, which can
lead to the politicization of intelligence, and too little, which can cause
intelligence and security services to spin out of control.

One thing that seems to characterize these services is that they all
seem to be in a perennial state of reorganization. Often, this is ascribed to
changes in government, public opinion, or attempts to respond to new
threats and/or opportunities. Now the majority opinion is that this proves
that intelligence services, in spite of having a reputation of being rigid
bureaucratic organizations, can be actually rather dynamic.

A minority opinion is that these reorganizations are at best a kind of
window dressing, much akin to shuffling deck chairs on the Titanic. Having
said this, this does not mean that these reorganizations represent simply
bad faith or cynicism on the part of all those involved. Why intelligence



services, like so many other bureaucracies, go through these seemingly
endless cycles of repair and reinvention is something that can only be
answered if we turn to the question of what a bureaucracy is.

What is at work with these reinventions here is something more
fundamental and analytically interesting than what the usual slogans and
practices associated with them would have us believe. First, we are
committed to build our institutions and to replace them in certain, taken-
for-granted ways when we believe they fail us. In fact, it is almost
impossible for us to reinvent and reengineer where we work without falling
back on some bureaucratic ideal.

This is because, as Weber pointed out, we regard these bureaucracies,
and ways of thinking and working associated with them, as more rational
and more efficient and effective than any institutional alternative.

The result is that, despite much intellectual progress, for example, in
management science, we remain committed, often without being aware of
it, to the bureaucracy as a means to organize thought and labor and to
make changes in the world. In other words, what we are talking about here
is a kind of folk model whose validity we seldom think to challenge in any
kind of fundamental way. It just seems for us to be the most rational and
logical way to arrange ourselves in society. This is because, as Weber went
on to say, we essentially equate this iron cage based on rational
calculation, hierarchy, and efficiency with both nature and society. Given
this, it is hardly surprising that most of our attempts at bureaucratic
reorganization merely reinvent the wheel.

This is true regardless of the rhetoric a reform initiative uses. In short,
it does not matter whether a reform effort is supposed to help a service
gain advantage over one’s opponents (a typical claim) when these
reformers, without being aware of it, are simply reinventing the wheel. No
matter how persuasive the rhetoric seems, whether it is about, for
example, reducing stove piping, increasing agency efficiency and
effectiveness, or helping a service anticipate and get inside an opponent’s
operational cycle, these reform agendas seldom have positive impacts on
services in which they are implemented.

While this sounds much like a counsel of despair, all this means is that
it is not clear that any intelligence mechanism, no matter how well
designed or deployed, can help us understand, let alone defeat,



adversaries when they can organize themselves and react in ways so
differently from the ways we do. Understanding how work often gets done
both in the Middle East and among subcultures in our own societies helps
make this point for us. There, the adversary has refined the art of
bricolage, of exploiting Western culture and its products, picking pieces
from here and there, and then reassembling those in, for us, incongruous,
contradictory ways. It is through this process of creative inspection,
disassembly, and reassembly of Western technology that Iranian munitions
become shaped charges, and garage door openers and cell phones can
become IED triggers.

The good news is that, as the example above shows, we do have the
intellectual resources to make sense of “others.” This is due in part to
historical events like trade, exploration, and colonialism, which have led us
to encounter (and to try to understand) cultures often quite different from
our own. As well, from the Enlightenment on, we have developed exactly
the kinds of scientific resources that enable us, through comparison and
interpretation, to make sense of both ourselves and others. The question is
why we have not been able to apply these intellectual and practical
resources in a more effective way in, it seems, any intelligence service.
Now, as we have seen, this may be due to the bureaucratic nature of these
institutions. Still, as this volume shows, intelligence services can often
overcome great obstacles to address threats. This volume also shows that
many services can learn how to effectively exploit opportunities. The
acquisition of more authoritative knowledge about others, then, should be
these services’ next obstacle to conquer, as well as their next best
opportunity.
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Chapter 1
Albania

Change and Continuity

Arjan Dyrmishi
This chapter discusses the Albanian intelligence services. It examines the
historical context that has led to the emergence, ins tu onaliza on, and
reforms of the country’s intelligence services, and the current intelligence
se ng, as well as the present oversight of intelligence. The me frame
analyzed spans from World War Il to the communist regime when Albanian
intelligence was first established and developed into fully fledged
Ins tu ons, to the post-communist reforms and the present intelligence
debate.

In this chapter, the intelligence services are treated as part of an open
social system in transi on that is shaped by the environment in which it
operates (see introduc on).

Therefore, the aim of the chapter is to look at how the environment,
as the interac on of interna onal and domes c arenas, has contributed in
shaping the intelligence services organiza on, tasks, processes, and
product and in turn how the intelligence services have influenced this
environment.

The study shows that in both the communist and post-communist
period, the establishment and reforms of Albanian intelligence services
have been triggered by external factors, while their output, their role
within the society, and the control and oversight mechanisms have been
largely defined by domes c factors. In addi on, the study shows that the
communist legacy has not only defined the objec ves of post-communist
reforms, but has to a great extent also influenced the outcome of these
reforms.

HISTORICAL CONTEXT

Although Albania became independent in 1912, the establishment of
func oning state ins tu ons did not start un | the late 1920s due to the



outbreak of World War | and the internal poli cal instability that delayed
the state-building process.[*! Even so, in the intelligence domain, the first

e orts to build state intelligence structures began in this period. During the
interwar period, a secret o ce was established in the interior ministry,
which was later a ached to the royal court.[?] However, rather than a fully
fledged intelligence service, intelligence in this period was the sum of
secret intelligence ac vi es performed by the police and the army and to a
certain extent by the diploma c service.!

The first well-organized intelligence service, the “Directorate of State
Security,” or the Sigurimi as it would be later known, was established in
1946 by the communist government.[* In e ect, the Sigurimi drew on the
experiences of the war me Central Intelligence Service (CIS) established in
1943 by the communist par sans.ll The CIS had proven valuable during
the war to support the par san ac ons against the Nazi army but also
eliminated the communists’ poli cal opponents.[®!

In the period from 1945 to 1948, Albania was very closely allied with
Yugoslavia and depended on Yugoslav aid,[”! so the security apparatus,
including the Sigurimi, was built, equipped, and trained according to the
Yugoslav model. Even the name “Directorate of State Security” is a literal
transla on of the Yugoslav intelligence service's name, the “Uprava
Drzavne Bezbednos .8

A er the split from Yugoslavia in 1948, Albania became a satellite of
the Soviet Union, and the Sigurimi became an extension of the KGB. A large
number of Soviet intelligence advisers were dispatched to Albania,!®! and
the KGB was instrumental in suppor ng the Sigurimi’s thwar ng the CIA
and MI6 covert opera ons that sought to overthrow the communist
government from 1949 to 1953.[1°]

A er the split from the Soviet Union and the withdrawal from the
Warsaw Pact in 1968, Albania became China’s closest ally, but China
showed li le interest in coopera ng with Albania on intelligence ma ers
so there was li le influence on Sigurimi from the Chinese. However, China
helped the Sigurimi improve its eavesdropping and telecommunica on
intercep on capabili es.



During this period, un | the end of the communist regime, the
Sigurimi focused increasingly on domes c intelligence. In the foreign
intelligence domain, the Sigurimi was also successful in penetra ng the
Albanian émigré organiza ons in the West, as they con nued their e orts
to destabilize the communist regime, even a er the CIA and the SIS
opera ons were terminated in 1956, but the service did not do well in
penetra ng foreign governments or intelligence services. At the height of
the Prague Spring of 1968, as the Albanian communist leaders feared a
similar ac on against Albania, the then—prime minister expressed his
dissa sfac on with the intelligence service. In a handwri en annota onon
a Sigurimi report, he observed that

[t]ill now, we are not sa sfied with the intelligence. We don’t know
yet what is being plo ed against us in Yugoslavia, Greece, Italy, the
USA (NATO), in the USSR. Since we don’t know this (that is the aims,
plans and ac vi es of the enemy against us), anything else is nil!
When will | know [about] these [issues]? ... We con nue to be

en rely unhappy with our intelligence.[*!]

With Albania’s isola on and the adop on of austere economic
policies, the Sigurimi ac vity in the 1980s focused almost en rely on
domes c intelligence. As a result, the number of people the Sigurimi kept
under surveillance during the last decade of the communist regime was
the highest it had ever been.[*?l However, despite the increased
intelligence ac vity, the e ciency of the Sigurimi declined throughout the
1980s, along with the decline of the economy and the overall legi macy of
the regime, and it is argued that the Sigurimi decline accelerated the

collapse of the communist regime in Albania.l*®! The Sigurimi was unable
to predict, and prevent from happening, over five thousand people
breaking into the Western embassies in Tirana in June 1990 and a students’
demonstra on that led to the establishment of the first opposi on party in
December of that year.

So when the regime collapsed, besides the demand from the
opposi on, a reform of the Sigurimi was also supported by the SP (the PLA
successor), which regarded the Sigurimi as a liability while it was seeking a
new poli cal legi macy. The broad consensus was reflected in the speed of



the reform that was undertaken only four months a er the first mul party
elec onsinJune 1991. The parliament adopted a law that dissolved the
Sigurimi and established the Na onal Intelligence Service (SHIK). A few
months later, new legisla on was adopted to establish the Military
Intelligence Service (SHIU) and the Counter Intelligence Service of Ministry
of Interior (SHIR). Albania’s concept of security sector reform in the

a ermath of the communist regime was to include the police and the
intelligence services as part of the armed forces, so the SHIU and the SHIR
were conceived of as the counter-intelligence services of the armed forces
and the police, respec vely.l** However, both agencies remained
underdeveloped un | early 2000.

The mandate and competences of the new intelligence service
showed that the influence of the Cold War was present in the minds of the
legislators in terms of threat percep ons and role of intelligence in
countering these threats. The SHIK mandate included collec on of
domes c and foreign intelligence as well as the preven on and disrup on
ofan -cons tu onalac vi es that threaten the “freedom, independence,
defence capabili es, territorial integrity, cons tu onal order and na onal
property of the Republic of Albania through espionage, diversion,
sabotage, economic and poli cal corrup on, viola on of cons tu onal
order, prepara ons of war provoca ons and interrup on of diploma ¢
rela ons of the Republic of Albania with other states, aliena on of
territory.”[15] In terms of competences, the SHIK was given powers of arrest
and deten on and was structured as part of the armed forces.

The law also provided for the control and oversight mechanisms that
included shared responsibili es between the legisla ve and the execu ve
and, within the execu ve, among the president, the prime minister, and
the general prosecutor.!*®! However, the establishment of the
accountability mechanisms was not new as, by 1985, the ministry of
interior (under which the Sigurimi operated) was also made accountable to
Parliament and to the Council of Ministers, in addi on to the PLA.[*"] The
Sigurimi did not o er any resistance to the reform. This was largely due to
the limited powers that the Sigurimi had to influence poli c¢s during almost
the en re communist period.!*8!



Despite the smooth legal reform, the weakness of the intelligence
services in Albania in the 1990s was largely due to the failure of poli cal
and economic reforms and the instability of the Balkan region. As the post
communist government reverted to authoritarianism, the SHIK increasingly
relied on Sigurimi tac cs to manipulate poli cal processes and elec ons,

in midate opponents, and suppress an government demonstra ons.!*!

The need to control society with communist-regime tac cs led the
SHIK to increase the number of its personnel to nearly 2,000 members in
1997. SHIK strength went far above even the Sigurimi, which by the end of
the communist era numbered nearly 1,200 0  cers,?% although some
authors have mistakenly put this number at 13,000 0 cerst?Y or even
30,000.122]

An important development for intelligence services in this period was
the resump on of coopera on with foreign-partner intelligence services
a er the more than two decades following Albania’s withdrawal from the
Warsaw Pact in 1968. The main coopera ng partners were Western
intelligence services, in par cular the CIA, as Albania became an outpost
for U.S. and NATO interven on in Bosnia.[?3] However, during this period,
SHIK established links even with non-Western intelligence services such as
the Pakistani and Malaysian intelligence services, mainly in response to
Albania’s membership in the Organiza on of Islamic Conference in 1992.

A er the security breakdown during the 1997 crisis, which led to the
collapse of the government and the restora on of normality only a er the

interven on of an interna onal mission,?*] the reform of intelligence
became a priority. In 1998, a new law on SHIK was adopted that removed
its power of arrest and deten on, detached it from the armed forces, and
provided for closer parliamentary scru ny.

Reflec ng the emergence of new threats, the new mandate of SHIK
included, besides the collec on of foreign and domes c intelligence on
threats to na onal security, the collec on of intelligence on nontradi onal
threats such as terrorism, weapons of mass destruc on, crimes against the
environment, and serious organized crime. The emergence and focus on
nonconven onal threats was a turning point for Albanian intelligence
because during the next decade it contributed to the emergence of the
current intelligence community, although other factors have contributed,



too, such as the country’s e orts to join NATO and the EU and poli cal and
ins tu onal rivalries.[?%]

THE INTELLIGENCE COMMUNITY

Currently, the Albanian intelligence community is composed of seven
agencies. The two largest ones are the SHIK and the SHIU, which have only
intelligence collec on powers and operate both domes cally and abroad,
while the five other agencies operate only within the Albanian territory
and have judicial police powers, too. Of the seven agencies discussed here,
four have been established and are based on organic laws, while the other
three are based on laws whose scope is broader than the establishment
and func on of the agency. The intelligence community, in its current form,
was developed in the period from 2001 to 2008.

SHIK is the largest agency in terms of budget, manpower, and

capabili es with nearly 950 employees.[?8] SHIK is also the main agency, as
it has inherited the Sigurimi capabili es, resources, and exper se. Itisan
autonomous agency that is not part of any ministry. It reports to the prime
minister and the president.

The second-largest service is the SHIU (Military Intelligence Agency).
The SHIU was established by law in 2003, although some elements of
military intelligence existed within the ministry of defense even prior to
this law. The SHIU has been the fastest-growing intelligence agency over
the last ten years, expanding from a small structure with less than a
hundred members in 2003 to a fully fledged agency of more than five
hundred employees at present. The SHIU expansion has resulted mainly
from the NATO membership process and the par cipa on of Albanian
armed forces in interna onal military missions, but also from the internal
rivalries between the prime ministers and the presidents and their e orts
to exert closer control over intelligence.[?”] These clashes have also led to
frequent changes of the law and the transforma on of SHIU into the
Military Intelligence Agency (MIA) in 2012. In 2014, a new law was adopted
that transformed the MIA into the Defence Intelligence and Security

Agency (DISA).[?8]



Broadly, the mandate and competences of the SHIU have remained
much the same. Namely, the mandate of the SHIU is to collect foreign and
domes c intelligence on threats to the integrity of the country and the
cons tu onal order, espionage, terrorism, extremism, subversion and
sabotage, weapons of mass destruc on, cyber threats, and organized
crime threats against the country’s defenses. The SHIU is subordinated to
and reports to the minister of defense.

The Financial Intelligence Unit (FIU) grew from a unit within the
Ministry of Finances, established in 2000 to coordinate an —money
laundering measures, to a financial intelligence agency in 2008 as a
response to the threats from increased financial crimes, and the financing

of terrorism in par cular.!?®! The mandate of the FIU is to collect and
process intelligence on money laundering and to coordinate with other
agencies to provide responses. The FIU has no human intelligence
collec on capabili es but has the power to access the data held by banks
and financial transac ons as well as to order intercep on of
telecommunica ons. The FIU can also freeze transac ons or bank
accounts.

The Service of Internal Control in the Ministry of the Interior (SICMI)
was established by law in 2001.13% As the agency expanded, the law has

been amended twice, in 2008 and in 2014.3Y The mandate of the SICMI is
the preven on, inves ga on, and collec on of evidence of criminal acts
commi ed by members of the state police and of the Ministry of the
Interior (Mol). The SICMI has the power to search and confiscate materials
that may lead to intelligence or evidence collec on as well as compel
physical or legal persons to hand over documents or informa on they may
hold.32]
The Service on the Internal Control of the Prisons System (SICPS) was
established in 2005.2% |ts mandate is to prevent and inves gate illegal
ac vi esin the prison systems. The SICPS has the same intelligence
collec on powers as the SHIK.[34 It has its own budget on intelligence
collec on and has the power to intercept telecommunica ons, also.®]
The Customs’ Opera onal and Inves ga ve Department (COID) was
established in 2006 and is a kind of customs intelligence and inves ga on
agency. It was established pursuant to the Customs Code rather than by an



organic law.!3®! The mandate of the COID comprises both intelligence

collec on and judicial police powers.[’]
The Directorate on Tax Inves ga ons (DTI) was established in 2008.
The DTl is a kind of revenues intelligence unit and, like the COID, does not

func on based on an organic law but on the law on tax procedures.[*® Its
mandate is to inves gate and disrupt criminal ac vi es in the domain of
taxes and du es, and it has both intelligence-collec on and judicial police
powers.[3!

The main focus of the Albanian intelligence community, and by and
large the main driver for the emergence of this community as it appears
currently, has been the war on terrorism and the fight against organized
crime. Counter-terrorism has played an important role in changing the
nature of work of Albanian intelligence and its rela ons with the other
intelligence agencies domes cally and interna onally.

Domes cally, the shi of intelligence focus has contributed to
transforming the internal organiza on of the agencies that, during the
1990s, was based on tradi onal intelligence and counter-intelligence
divisions. Currently, the counter-terrorism and counter—organized crime
divisions make up the bulk of the intelligence structure and focus. In
addi on, there has been a rapid development in the intelligence analysis
and analy cal departments, which, un | the end of the 1990s, did not exist
at all as separate structures, even within the SHIK, the largest intelligence
agency.
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The intelligence community in Albania

Interna onally, the shi to terrorism and organized crime has
increased the interac on and coopera on of Albanian intelligence with
European agencies, including the intelligence agencies of the neighboring
countries with which Albanian intelligence has not had friendly
rela onships for decades.

The interna onal intelligence coopera on has a ected the percep on
of Albanian poli cians regarding intelligence agencies: for decades they,
publically at least, have shown the tendency to measure their e ec veness
based on their e ec veness in contribu ng to the interna onale orts
against terrorism and organized crime.

In part, this is the result of the lack of intelligence assessment
mechanisms in Albania, which is in part due to both the fragmenta on of
the intelligence e orts into a rela vely large number of agencies for a small
country and the lack of any coordina on element at the center of the
execu ve branch.

In the current system, the agencies turn in the intelligence reports
directly to the prime minister or the president, and they personally digest
and interpret the reports and ul mately provide the kind of ac on or
reac on to be followed by the agencies.



This lack of intelligence coordina on a ects the tasking of the
intelligence agencies because due to the lack of coordina on capaci es
and exper se, the agencies end up formula ng their tasks, which are then
formally endorsed and signed by the prime ministers or ministers. As a
result, the divide between the decision making and intelligence processes
has also grown wider.

Although both the prime minister and the president have advisers
who supposedly assist them on intelligence and security ma ers, as the
U.S. Embassy noted in a cable published by Wikileaks, their knowledge and
capabili es are limited. Also, given the poli cal rota ons, they move from
0 ce, and no accumulated exper se remains to ensure the con nuity.!%!

Another implica on of this system is the poli ciza on of intelligence,
because the prime ministers have shown the tendency to evaluate the
intelligence directors based on personal loyalty, which as a rule has not
been detached from the loyalty to the poli cal party in power.*!]

The fragmented development of the intelligence community has had
an impact on the distribu on of resources, too. The SHIK budget for 2014
was nearly 13 million U.S. dollars, according to data from the Ministry of

Finances,*? and it can be easily assumed that the largest part of the
budget is spent for the employees’ salaries. The aggregate number of
employees of all the other agencies discussed above may be close to the
number of SHIK employees, with the SHIU being the largest with nearly
five hundred members and the FIU the smallest with about forty.

Largely due to their small budgets, but also due to exper se and
human capabili es, the Albanian intelligence agencies have not been able
to acquire or develop advanced and mul ple intelligence-collec on
capabili es. Even during the communist period, Albanian intelligence
collec on capabili es were limited to intercep on of telecommunica ons,
eavesdropping, and human intelligence. This collec on structure has
remained unchanged over the last two-and-half decades.

The intelligence collec on priori es have largely determined the
organiza onal structure of the intelligence agencies. Typically, all the
agencies have a counter-terrorism or counter—organized crime
department, or both, as in the case of the SHIK and SHIU. Consequently,



the intelligence processes are organized on thema c bases, although much
of intelligence collec onis domes cally oriented.

The focus on domes c intelligence and the plurality of agencies have
contributed to increasing compe  on not only among the intelligence
agencies but also between intelligence and law enforcement agencies. The
Ministry of the Interior has 0 en complained publically about the SHIK for
not sharing intelligence with the police. On the other hand, the intelligence
response to police priori es has made intelligence agencies some mes
adapt to responding to short-term requirements. However, such
compe onremains within the government domain in Albania, and there
Is no legisla on that establishes private inves ga on or intelligence and,
therefore no such private actors exist.

Intelligence training has also been reformed in the last two decades.
During the communist regime the intelligence training was provided in the
Sigurimi academy with a three-year program that was equivalent to a
university degree.[*3] A er the dissolu on of the Sigurimi in 1991,
intelligence training was provided by the SHIK training center un | the
opening of the SHIU intelligence training center in 2014. Ini ally, the
training program was nine months long, but in early 2000, it was reduced
to five months. Training has been exclusively provided by SHIK.

As a result of the reform processes that have o en placed intelligence
at the center of the public debate throughout the post-communist period,
intelligence services have become increasingly be er known to the public,
and this has contributed to their transparency. The establishment of the
Internet has also contributed to making intelligence agencies more visible,
although the informa on published on their websites is rather generic and
limited to historical background, the legal framework, biographies of the
heads of ins tu ons, and so on. No annual reports or any kind of
intelligence products, such as threat assessments, are made public, except
for the FIU and SICMI, which since 2007 and 2010 have published their
annual ac vity reports.[4]

The closeness of the intelligence agencies and the secrecy culture that
has dominated the intelligence discourse and prac ces con nue to remain
as one of the main legacies of communism. Some ac ons have been taken
recently to shed some more light on the communist-era secretac vi es,



that is, turning an intercept facility used by the Sigurimi, and later the SHIK,
into a museum and adop ng legisla on that will allow the public to have
access to the Sigurimi files. However, no substan al reforms have been
undertaken to improve the transparency and accountability of the
intelligence agencies.

INTELLIGENCE OVERSIGHT

According to the cons tu on and the laws, Albania has a control and
oversight system in place with responsibili es shared among the execu ve,
the legisla ve, and the independent ins tu ons. However, in prac ce,
intelligence accountability has been poor as the ins tu ons involved in the
control and oversight processes have failed to e ec vely perform their
tasks due to lack of poli cal consensus, ins tu onal fragmenta on, and

inadequate exper se and capabili es.!*!

The Executive Branch

The main execu ve authori es involved in the control of intelligence
services are the president, prime minister, and the ministers of defense,
the interior, jus ce, and finance. The prime minister and the president
have shared responsibili es regarding SHIK, the main and largest
intelligence agency. The president’s competences include the appointment
and dismissal of the SHIK director and deputy director. The prime minister
has broader competences that include se ng the policy guidelines,
approval of structure and personnel, alloca on of black funds, as well as
the appointment of the inspector general, who controls legality and
propriety of SHIK ac vity and reports to the government. The ministers
have similar competences over the agencies under their control. The
prosecutor general can authorize and control the use of special
inves ga ve measures by the intelligence services.

The Legislative Branch

The cons tu on of Albania requires the members of the execu ve
branch to answer the ques ons and interpella ons from members of



Parliament or upon the request of the parliamentary commi ees. The law
on SHIK specifically obligates the SHIK director to report to the
parliamentary commi ee on na onal security at least once a year. All other
intelligence and security agencies report to the Parliament through the
respec ve ministers.

However, in prac ce, the role of Parliament in overseeing SHIK has
been limited. In the 1990s Parliament even failed to formally play any
oversight role due to the authoritarianism and the ins tu onal weaknesses
that resulted from the 1997 crisis that led to an almost total meltdown of
security structures.[*®] Since then, the parliament has been more ac ve in
the process of delibera on and approval of the laws that relate to
intelligence ac vity and the budgets but far less ac ve in the oversight of
the implementa on processes. With the increase of the number of
intelligence agencies, Parliament has been unable to hold accountable all
the agencies, except for the SHIK, which has regularly presented an annual
report to the Parliamentary Commi ee on Na onal Security (PCNS).
However since the PCNS has never gone beyond the hearing of the annual
report presented by the SHIK director, oversight has been a rather formal
and superficial process.

The main reason for the weak role of Parliament is the deep poli cal
divide that has characterized the Albanian legisla ve poli cs and the strict
party discipline that prevents the members of the Parliament from
cri cizing their own party members. Even when special inves ga ve
commi ees have been set up to inves gate intelligence-related issues, the
members of ruling par es on the commi ee and the members of the
opposi on par es came up with two di erent reports, as they have
disagreed to come up with one single report.[*’]

Another reason has been the lack of legisla on to regulate the
interac on of the legislature with the intelligence agencies. Both the SHIK
and the SHIU have refused access for the PCNS to their premises based on
security concerns and lack of clear legal procedures to facilitate this.

Independent Bodies



In Albania, there are also a number of independent ins tu ons that
have the competence to oversee the intelligence services. These are the
Ombudsman, who has the mandate to oversee the observa on of
fundamental rights and freedoms by intelligence services; the State
Supreme Audit Ins tu on (SSAI), which has the authority to control
propriety of the budget spending; and the Commissioner for Personal Data
Protec on (CPDP), who has the authority to monitor and supervise the
protec on of personal data. The independentins tu ons report annually
to the Parliament but their authority in overseeing intelligence has been
par al at best, due to limited access and exper se.

CONCLUSION

This chapter has discussed Albanian intelligence since the establishment of
the intelligence services as fully fledged ins tu onsa er World War Il to
date. The study shows that intelligence reform and transforma ons have
been con nuous processes throughout this period, a response o en to
landmark poli cal events such as major foreign policy shi s, as was the
case during the Cold War, or the collapse of the communist regime itself in
1991 and the failure of democra c reformsin 1997.

During the communist regime, Albania’s geopoli cal posi on, the
communist ideology, and the choices and concerns of the communist
leaders contributed greatly to the way that intelligence services were
organized, tasked, and controlled. In turn, the communist-era intelligence
contributed greatly to the way intelligence services were regarded by the
popula on at large but also by the poli cal elites. So, in sum, the
communist-era legacy has defined not only the scope of post-communist
intelligence reforms but has to a great extent influenced their outcome,
too, in par cular during the 1990s.

The emergence of the transna onal threats, the Euro-Atlan ¢
integra on processes, and the percep on of poli cal elites on intelligence
requirements and targets have been instrumental in defining a new course
of developments, which by the mid-2000s led to the forma on of a
pluralis c intelligence community.

In addi on to adding to the knowledge of Albanian intelligence, this
chapter brings new evidence that supports the theore cal underpinning of



how intelligence services adapt and respond to their environment.
NOTES
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Chapter 2

Austria

Siegfried Beer
An Intelligence Hub Coming Out of the Shadows

On the whole, surprisingly li le has been researched and published about
Austria’s modern intelligence system, and there is almost nothing available

in English.[! This is quite extraordinary, as the small or, at best, medium-
sized Alpine Republic has long been a major European playing field for
interna onal intelligence ac vi es, that is, as an El Dorado for spies,
(dis)informa on peddlers, criminals, and other shady characters.!? Even
though the current Austrian intelligence services have par ally gone public
since my previous assessment of the Austrian intelligence community more
than a decade ago, we s |l know compara vely li le about the dealings of
foreign intelligence organiza ons within Austria or about the three
Austrian services tasked with, among other agendas, monitoring and
controlling threats and intrusions, and precious li le about the inner
workings and culture of these organiza ons.!®l However, recent events,

par cularly the so-called Snowden A air of 2013, have raised awareness
regarding Austria’s external and internal security concerns, not only in the
various media but also among Austria’s general popula on.

AUSTRIAN INTELLIGENCE BEFORE 1945

Austria’s intelligence tradi ons reach back to the early modern period of
Habsburg rule when Emperor Maximilian | (1459-1519) started
“monitoring” the decentralized “Brieflogen” (le er loges) as intercep ng
sta ons across his hereditary lands. More than two centuries later,
Empress Maria Theresa created the “Black Cabinet,” a decoding and
falsifying enterprise, and her enlightened son, Joseph Il, established the
secret police. State chancellor Clemens Me ernich then perfected the
police state system of controlling with a “Central Informa ons-Comité.”
The late nineteenth-century heydays of military espionage with the
organiza on of ane cient Evidenzbiro were thoroughly destabilized by



the infamous Oberst Alfred Redl A air of the early twen eth century, the
treacherous selling of military secrets, mostly to the Russians. Despite this
setback, as a Bri sh historian notes, “intelligence did not contribute much

to the disaster” which the Great War brought to the Habsburg monarchy.!!
The interwar years of the twen eth century were characterized by
constant improvisa on and adapta on to democra c/republican and
interna onal dependency demands. Notably, the professional elites did not
change much; remaining a monarchist did not disqualify one during the
republic(s), as the ongoing career of (Oberst) Maximilian Ronge, the last
imperial Evidenzbiro chief into the First Austrian Republic, and later even
the Second Austrian Republic, convincingly proves.®! Vienna’s police chief
of the early 1920s, Johann Schober, a later federal chancellor, led the
transi onal secret state police (Stapo) through tumultuous mes in the
early 1920s. In 1936, well a er Hitler’s rise to power in Germany, the
Austrian Federal Armed Forces reorganized its intelligence department
under the aristocra c Erwin Lahousen-Vivrement, who soon a er the

Anschluss was handpicked to join Admiral Canaris's Abwehr asano cer.[®!
Rela vely late, only by early 1937 did Na onal Socialist (NS) intelligence
enter into a ba le for Austria, but already by March 1938, with the so-
called Anschluss, they had had an easy me of it.

Gestapo (SS), Sicherheitsdienst (SD), and Reichssicherheitshauptamt
(RSHA) were among the most e cient security tools of the Na onal
Socialists in Austria as elsewhere,!’l and as we know, Austrians were well

represented in their higher elites.l®] German NS-intelligence was inferior to
Allied organiza on, technology, and methodology, but this was not the
most decisive factor in Germany’s losing the war. When World War Il, and
thus NS dictatorship in Austria, was over, Austrians were given a second
chance for state and na on building. By mid-May 1945, Austria was
occupied by the four victorious Allies, who ini ally fully intended to control
every facet of public life in Austria, un |—as they would determine—a
democra cally stable and secure Austria had been established. For almost
two years, the Allies almost en rely controlled the country, then this
gradually eased and occupa on poli cs became increasingly ideologized.
By 1948, the Allied e orts at expurga on of Austria and Austrians from
Nazism waned as the occupa on powers started to prepare for a new war,



one to be largely fought on the intelligence front. During the early phase of
this Cold War, Austria, par cularly Vienna, certainly became a major
European intelligence ba leground.l

These were the circumstances under which democra ¢ Austrian
intelligence units were recons tuted or par ally created anew a er World
War Il. As already indicated, the first decade of the Second Austrian
Republic was characterized by innumerable demands by the Allied
occupiers in the area of interior security on the one hand, and on the other
(by secre vea empts, no less, mainly by the Anglo-Americans), to prepare
a Western-oriented Austria to reestablish a pro-Western army and military
intelligence capacity.['% While the Staatspolizeilicher Dienst (popularly
called the Stapo), the internal civilian security service, was already
reestablished in humble circumstances by the Provisional Renner
Government in 1945, the military intelligence apparatus of the Second
Republic was o cially created only several months a er the signing of the
Austrian State Treaty on May 15, 1955. This meant that the Stapo could
reconnect to the tradi on of both the Poli sche Zentralevidenzstelle,
subordinated to the Bundespolizeidirek on Wien (since 1929) and of the
Staatspolizeiliches Evidenzbiiro (since 1933),[11] whereas the revival of
military intelligence had to be tackled under the very restric ve condi ons
of the military clauses of the Austrian State Treaty and no less of the self-
imposed neutrality status of Austria with the passing of a cons tu onal
law of permanent neutrality on October 26, 1955. However, as already
men oned, the first preparatory steps for a future Austrian Army with an
intelligence capacity had already been undertaken by the early 1950s,
par cularly under the tutelage of the USFA (the U.S. Forces in Austria) and
the military and intelligence divisions of USACA (the American Element of
the Allied Commission for Austria) on the one hand, and to a lesser degree,
by BTA (Bri sh Troops Austria) and the Intelligence Organiza on (Int. Org.)
of ACA(BE), the Bri sh Element of the Allied Commission for Austria on the
other. Thus, in the context of intelligence coopera on over almost the last
sixty years, Austrian military intelligence can be seen as having been
reborn, by and large, out of Anglo-American sponsorship, and subsequent
tutelage.l'?! When the Nachrichtengruppe (Nagrp) of the new Austrian
army was o0 cially created in 1956, it bore the mark of the predominant



American design—one intended to help rebuild a democra c Austrian
armed forces capable of a military self-defense but also of contribu ng to

Western, an -communist interests in central Europe and beyond.!*?!

THE CURRENT AUSTRIAN INTELLIGENCE SERVICES

As already suggested, the genesis and evolu on of the intelligence
apparatus of the Second Austrian Republic is s Il largely a terra incognita.
The Austrian governments since 1945, par cularly the responsible
Ministries of the Interior and of Defense, have provided li le informa on
on the Austrian intelligence community. This state of a airs has only
recently improved as both ministries involved have finally recognized the
need to provide ci zens some insight into the main intelligence tasks and

challenges of the state by establishing informa on on the Internet.[*!
Nevertheless, any scien fic treatment of postwar Austrian intelligence has
been hampered by the inaccessibility of archival holdings (figure 2.1); thus,
scholars have to rely on the rare press appearances by the chiefs of the
current three intelligence o ces, on occasional accounts by former
security and intelligence employees, and the work of more-or-less reliable
inves ga ve journalists and freelance writers on intelligence-related
events and issues.['] At present, Austria possesses three fairly small
organiza ons with intelligence func ons: one civilian, or rather, police-
dominated o ce, the rather misnamed Bundesamt fiir Verfassungsschutz
und Terrorismusbekampfung (Federal Agency for State Protec on and
Counter-Terrorism) and two military units: for foreign military intelligence,
the Heeresnachrichtenamt (O ce for Army Intelligence) and for interior
military security, the Abwehramt (O ce for Counter-Intelligence). The
Federal Republic of Austria has never had a civilian foreign intelligence
capacity comparable to the German Bundesnachrichtendienst (BND).
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To this day, the poli cal police in Austria have never been
organiza onally separated from the overall exis ng police structure. In
2002, the then Austrian coali on government of OVP/FPO under Wolfgang
Schissel ini ated a comprehensive reform of the poli cal security
apparatus and replaced the long-standing Stapo with a demonstrably more
modern BVT, modeled less on the BND but also the Bundesamt flir
Verfassungsschutz (BfV).l'®! The Stapo had represented one of five
“groups” (Gruppe II/C) of the Directorate-General for Public Security in the
Ministry of the Interior. For decades there had been a security directorate
(Sicherheitsdirek on) in each of the nine Austrian provinces (Lander) with
state security 0 ces in the nine state capitals as well as sub-o0 cesin
several of the larger Austrian ci es like Leoben, Steyr, or Wiener Neustadt.
The Stapo’s main task had always been to protect the state, cons tu onal



and federal ins tu ons (Abteilung Staatsschutz) and foreign diploma ¢
missions and personnel (Abteilung Personen- und Objektschutz). It also had
special units tasked to combat espionage, organized crime, and terrorist
threats (Einsatzgruppe zur Bekampfung des Terrorismus, known as EBT).
Tradi onally, it also assumed, or at least oversaw, certain security
administra ve func ons such as the issuance of passports, the registra on
of foreigners (Fremdenpolizei), and the oversight of associa ons
(Vereinspolizei).

In the early 1990s, the Stapo allegedly numbered close to eight
hundred employees, with an es mated annual budget of approximately

one billion Austrian shillings (about a million U.S. dollars today).[*"] With
the introduc on of a new police security law on May 1, 1993 (the
Sicherheitspolizeigesetz, SPG), the Stapo and its successor organiza on BVT
became subject to increased parliamentary control.[*8] Since 1999/2000
the monitoring powers of the Stapo/BVT have been significantly enlarged
(erweiterte Gefahrenerforschung/Lauschangri ), supervised by a
government-appointed security adviser (Rechtsschutzbeau ragter), and

addi onally, a new judicial complaint procedure.[**] The
Polizeisicherheitsgesetz was last amended in 2012.

During the Cold War era, the extreme le , par cularly the Austrian
Communist Party (KPO), received most of the Stapo’sa en on, but there
was always surveillance of the right. By the late 1960s and early 1970s,
increased a en on was given to the student movement, pacifist and an -
nuclear campaigners, then environmentalist and animal protec onist
groups, all of which the Stapo perceived as extremist. Occasionally the
overzealousness of the Stapo led to media scandals: in the 1960s and early
1990s about the collec on of dossiers on law-abiding, presumably
innocent ci zens.

The 2002 reform streamlined the organiza onal structure of the
poli cal security apparatus and integrated most of its various func ons
into one federally directed organiza on, BVT—today physically located at
Rennweg 89-93, A-1030, Vienna, and directed by Peter Gridling, a former
Europol o cial—which is supported by sub-0 ces in the nine provincial
capitals, the Landesamter (LVT). A new emphasis has, since 9/11, been on
interna onal coopera on and analy cexper se as crucial to developing



preven ve strategies regarding terroris c threats to the Austrian state.?]

One of BVT’s professed principles is the speedy transfer of vital

informa on, raw or finished, to a specific decision maker, usually a
minister, or to decision-making groups such as the cabinet or the recently
created Austrian Na onal Security Council. In response to interna onal
espionage on Austrian industry, trade, and finance, improved informa on
exchange is theore cally taking place with internal commercial elites. The
BVT leadership now directly controls the na onal agendas regarding
internal and external security, interna onal coopera on, and informa on
management and directs three departments: Department 1

(administra on and logis cs); Department 2 (informa on gathering,
research and analysis); and Department 3 (personnel and object

protec on). BVT handles five topical areas: extremism, terrorism, counter-
espionage, illegal weapons trade and prolifera on, and analysis and
opera ve support.l?! |t can be assumed that this streamlined

organiza onal structure has increased the e ec veness of the civilian
security apparatus in Austria.

As a member of the European Union since January 1, 1995, Austria
also takes part in several mul lateral intelligence coopera on networks
and also has bilateral intelligence exchanges with many other countries,
inside and outside of Europe. In 2000, for example, the Stapo had
professional exchanges with 64 intelligence or police organiza ons in 46
countries and held 125 professional mee ngs, conferences, or
consulta ons with such partners, 43 of them in Austria and 82 abroad.??!
Like the Stapo un 12002, BVT remains essen ally a special police unit and
cannot be characterized as a prima facie intelligence organiza on.

The Heeresnachrichtenamt (HNaA)

The foreign intelligence service of the Austrian Armed Forces is the
Heeresnachrichtenamt of the Ministry of Defense. It is headquartered at
the General Command Barracks at HU eldorferstrasse 126, A-1140,
Vienna. It reputedly has between 300 and 450 employees, both military
and civilian. Its annual budget is allegedly in the vicinity of 40 million euros.

23] Its current chief is Major-General Edwin Potocnik and its mission has



been defined by sec on 20 (1) of the Militarbefugnisgesetz since July 1,
2001.

As already men oned, the HNaA was founded in early 1956 as
“Gruppe Heeresnachrichtenwesen” (Nagrp) under the leadership of Kurt
Benno Fechner, a kind of “Austrian Gehlen,” who had served as chief of
Leitstelle Il Std-Ost, Vienna, under Colonel, later General, Erwin von
Lahousen, who in 1955 was rumored to have been o ered the post of chief
of military intelligence, an o ce in which he had worked in the First
Austrian Army before the Anschluss.!?*! Like Reinhard Gehlen, Fechner had
at war’s end handed the bulk of the archives of his Leitstelle over to the
American military authori es at Per sau, thereby ingra a ng himself to
the intelligence community of the leading occupa onal power in Austria.

When the U.S. military in Austria withdrew in mid-1955, most of its
military installa ons and equipment were le behind to help furnish the
new Austrian army. The recons tuted Austrian military intelligence unit
was thus almost totally supplied by the Americans.[?®!

By far the most important intelligence installa on builtup a er the
four powers had le Austria was a listening post opposite the city of
Bra slava, close to the Austro-Czechoslovakian border, called
“Konigswarte,” in the town of Wolfsthal/Hainburg. This SIGINT site was to
be only the first, albeit the largest, of several monitoring sites established
in Austria in the immediate post-occupa on period. Other such posts were
to follow, for example, at Neulengbach and Grossharras in Lower Austria,
Gols in the Burgenland, Pirka in Styria and Stockham near Wels in Upper
Austria. Similar installa ons were also built in the western provinces of
Austria, for example, in Fussach, Vorarlberg, and St. Johann, Tyrol.

The Nagrp was to concentrate mainly on Czechoslovakia, Hungary,
and Tito’s Yugoslavia. The first test of Austrian military intelligence came in
the late fall of 1956 when the Hungarian uprising brought close to 200,000
poli cal refugees into eastern Austria. By August 1968, when the next
major crisis in a neighboring country occurred (the crushing of the Prague
Spring movement by Soviet and Eastern bloc troops again tested neutral
Austria), the HNaA, by then under the leadership of Brigadier Alexander
Buschek, proved up to the challenge. It was able to provide the
government and the Western powers with accurate advance informa on



about the military buildup and strategic inten ons of the Warsaw Pact
forces prior to August 20, 1968.[26]

A similar success occurred in 1991 when the HNaA was able to
forewarn the Austrian authori es and the West that the Slovenian defense
forces could stand up to the federal Yugoslav People’s Army, as they then
proceeded to do. The HNaA remains to this day one of the best-informed
intelligence services on military and poli cal developments in the Balkan

region.[?’1 1t is Austria’s main SIGINT provider and recruits its personnel
mainly from the Austrian army.

The Abwehramt (AbwA)

In April 1985, under an SPO/FPO coali on government, the military
counter-intelligence branch was separated from the HNaA and became a
military security agency of its own. This happened under Minister of
Defense Friedhelm Frischenschlager of the FPO. The AbwA is thus the
youngest and by far the smallest of the three Austrian intelligence services.
It is located at Hetzgasse 2, A-1030, Vienna, and allegedly employs no more

than sixty to eighty people.[?8] Its current interim chief is Brigadier General
Ewald Iby. Its main focus is naturally the security of army installa ons and
army personnel. It operates closely with civilian and police security units of
the Ministry of the Interior, par cularly in respect to surveillance and
control of the ac vi es of agents of foreign intelligence on Austrian soil.
Thus the AbwA has also been involved in criminal cases like that of the

le er bomber Franz Fuchs in the early 1990s or previously in the Lucona
and Noricum scandals of the 1980s, both of them having to do with illegal
military equipment sales. Its legal basis, as for the HNaA, is the
Militarbefugnisgesetz of July 2001, and its func ons are loosely defined in
the Security and Defense Doctrine of November 2001. It is seen as a first
line of defense in the area of electronic security in Austria but also
wherever Austrian soldiers are posted. The AbwA has consistently
revamped its informa on technology capaci es so as to combat cyber-

crime, cyber-terrorism and cyber-warfare. 2!

DEPENDENCY, COOPERATION, AND NEED FOR REFORM?



There can be no doubt that the Austrian intelligence community
immediately a er World War |l was almost en rely dominated by the war’s
victors. For example, all one has to do is consider the role all four occupiers
played in the Stapo and Nagrp in the immediate postwar years. For all

prac cal purposes, Austrian military intelligence in 1955/1956 was run,
financed and equipped clandes nely by Anglo-American interests.

The Stapo, par cularly in Vienna up to 1947, had to operate under the
four occupying powers. In the provisional Renner government of April
1945, the Ministry of the Interior was headed by the Moscow-trained
communist Franz Honner, who quickly placed the Viennese Stapo under
the leadership of Heinrich Dirmayer, a communist resistance fighter whom
the Americans had liberated from the concentra on camp Mauthausen.
Dirmayer was to dominate Stapo philosophy and ac vi esun | he was
sacked by the socialist successor at the Ministry of Interior to Honner,

Oskar Helmer, in 1947.13% From then on, communist influence within the
Stapo diminished and was eventually almost totally eliminated.

Austrian military intelligence was created and dominated by the
Americans for at least the first decade of its postwar existence and, under
Kurt Fechner, quickly became a dependable Western ally in a crucial period
of the Cold War.[31] Austria’s military and poli cal elites, despite the
cons tu onal law of permanent neutrality as enacted in October 1955,
were firmly grounded in the Western camp, ideologically as much as

through the medium of coopera ve and fiscal instruments.[*?! In due me,
the Stapo, the HNaA, and since 1985, the AbwA, had become reliable
partners in various liaison arrangements with any number of Western
intelligence services, foremost those of the United States and, since 1995,

increasingly of (all) EU members.[*]

Like most small states, Austria has to rely on intelligence sharing and
has therefore entered into di erent kinds of bilateral and mul lateral
intelligence, all of them kept secret.[3%! These cross-na onal intelligence
liaison arrangements pertain not only to informa on sharing, but also, as
in the case of the Austrian-U.S. rela onship, includes training, facili es
access, and even collabora ve opera ons.

Apart from the poten ally embarrassing issue of compromising
cons tu onal neutrality, Austria’s coopera on with American intelligence



partners (e.g., the CIA, NSA, and army intelligence) runs the risk of being a
“near-dictatorial”® rela onship, simply given the di erence in the
partners’ size and means. The manpower of the Austrian intelligence
community compared to that of the U.S. intelligence community probably
translates to ara o of more than 1 to 100, whereas in the category of
budge ng, the ra 0 may amount to a disparity of 1 to 2,000. Nevertheless,
the Austro-American rela onship seems to be a full-fledged liaison: it
includes an agreed-upon system of security classifica on, code words, and
procedures; an exchange of special liaison o cers; and the mutual
existence of a special liaison o ce at the headquarters of each coopera ng
agency.[®% It can be assumed that the benefit of Austrian coopera on with
larger partners, NATO members as well as non-aligned states, accrues from
be er access to technology, the kinds and amount of intelligence procured

by it and a greater territorial coverage.l*”1S I, the flipside is that the
military intelligence leadership, as well as some Stapo chiefs, has
commented a few mes in public that they had been “forced to supply the
Americans under the threat of an all-out intelligence embargo.”[*®]

Over the years, the Austrian intelligence community has joined
several interna onal and regional coopera on groups, among them the
UKUSA partnership, as a member of its so-called third par es; the TREVI
(Terrorism, Extremism, Violence Interna onal) Group of the former
European Community; the Vienna and Berne Clubs; and most likely also
the so-called Kilowa Group, an informa on alliance of fi een industrially
advanced countries. As an EU member since 1995, Austria has also become
involved in the diploma c and judicial areas of the European security
structure based on the Maastricht measures as well as on the expanding
intelligence func ons of the western European Union. Some of these
coopera ve intelligence ac vi es reach beyond Europe and have a
transatlan ¢ dimension.[®]

Though foreign liaisons with larger partners are vital to intelligence
agencies of small states such as Austria, they also have risks as they can

also be directed against the smaller partner’s na onal system.!*%l A

long me CIA opera ve with extensive experience in Austria bluntly put it
this way: “Primary and ul mate purpose of all liaison was/is

penetra on.”[*! Furthermore, junior liaison partners inevitably expose



themselves to possible manipula on and even blackmail as disclosures
about liaison arrangements can be deeply embarrassing, poli cally at
home and/or diploma cally abroad. Every country, Austria no less, needs
to keep secrets, even from presumed friends. This is why there is spying
even on liaison partners, not the least in order to protect one’s sources.
Thomas Polgar, another long me CIA o cer with Central European
experience put this quite blatantly: “A na on does not have friends, it has
interests. You spy wherever you have interests.”[*?! Naturally then, the
terms of trade, that is, the condi ons of the intelligence-liaison

rela onship, even when violated, are quite crucial, par cularly to junior
partners.

The Austrian military intelligence has earned itself a reputa on for
reliability and competence in the larger intelligence world, specifically—
and perhaps mostly for historical reasons—both in and regarding the
central and southeastern regions of Europe. Its good standing in
intelligence ma ers can occasionally even have posi ve diploma ¢
repercussions. The civilian BVT appears to have a good reputa on within
the European intelligence community as well. Since the turn of the
twen eth century, all three Austrian services have been supervised by two
separate, di erent parliamentary subcommi eesand by theo ceofa
government-appointed legal liaison (Rechtsschutzbeau ragter) who must
be consulted for permission before certain surveillance procedures can be
used within the country. September 11, 2001, and the subsequent War on
Terror has significantly changed the nature of intelligence work as the
intelligence community has had to deal with a new type of terrorist threat.
S I, one needs to remember that Austria has had its share of terror over
the last forty years, as a selec ve list of incidents illustrates: a acks on the
Turkish Embassy in Vienna (October 1975 and June 1984); hostage taking
at the OPEC Headquarters in Vienna (December 1975); the assassina on by
Abu-Nidal of Viennese poli cian Heinz Ni el (May 1981); the Pales nian
a ack on a Viennese synagogue (August 1981); the a ack on the El Al
counter at Vienna Interna onal Airport (December 1985); le er bombings
against Roma in the Burgenland (February 1995); the a ack on a Sikh
temple in Vienna (May 2009); and the a ack by a Bosnian immigrant in

Graz (June 2015).[4]



These events, as well as interna onal terror a acks in European
capitals over the last decade, like the two Islamic massacres of 2015 in
Paris, as well as the so-called Snowden a air have raised the public’s

awareness of security and intelligence issues.!*! Interes ngly, most
Austrians consider Snowden to be a human rights ac vist for his NSA
revela ons, without recognizing the implica ons they have for democra ¢
and interna onally responsible intelligence e orts.[*! There can be no
doubt that over the last few years, both intelligence coopera on and the
perceived need for intelligence sharing drama cally increased, both
internally and transna onally. These percep ons have led to drama c calls
for mul lateral intelligence burden sharing, par cularly to help counter

nontradi onal threats.[4¢!

CONCLUSION

The demands on today’s small-na on intelligence services puts pressure on
their governments to consider structural intelligence reform so as to be

be er prepared for future domes c and interna onal challenges. There
can be no doubt, too, that for Austria to meet these challenges its
intelligence community also needs to be further depoli cized, that s, to
lessen poli cal interference, especially that of the party or par es thenin
power.[*”] There is also a need for an intelligence coordinator at the level of
the cabinet, that is, the federal level, not only for oversight of
government’s intelligence needs as a whole, but also to help establish long-
term strategic analysis and planning as part of a (central) European security

ini a ve.[48l
NOTES
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Chapter 3

Belgium
Dirk Van Daele
A Modern Legal and Policy Framework for Intelligence Services with a
Long Tradi on

THE HISTORICAL, CULTURAL CONTEXT OF THE BELGIAN
INTELLIGENCE SERVICES

Belgium has a long-standing tradi on of intelligence services.[*! Right from
the country’s origin in 1830, the provisional government appointed an
administrator-general for public safety who was responsible for, among
other things, protec ng na onal security. This was the forerunner of
today’s State Security Service. Then, in 1915, the army was given its own
intelligence service: the General Intelligence and Security Service.
However, an overall legal framework that governed both intelligence
services only came into e ect in the 1990s. The first step in this direc on
was the establishment of an autonomous review body, the Standing
Intelligence Agencies Review Commi ee, by the Act of July 18, 1991. Thus,
a legal surveillance system was developed for intelligence services, which
were at that moment not yet statutorily regulated. The la er was only

e ected by the Intelligence Services Act of November 30, 1998, which
regulated the assignments, organiza on and opera ons of the two Belgian
intelligence services.

However, the Intelligence Services Act did not regulate the actual
powers of the State Security Service and the General Intelligence and
Security Service. As a consequence, and given the principle of legality,!!
the intelligence services had at their disposal only limited possibili es to
gather data, and they could not apply any means of coercion.!® This meant
that the Belgian intelligence services could lag behind comparable foreign
services. In the world of intelligence services, where coopera on between
the services is to a great extent governed by a quid pro quo system, such a
handicap can be detrimental to the service’s rela ve intelligence posi on



and ini a ves. On the other hand, the lack of an explicit legal base for
(secretly) gathering intelligence was problema c¢ from the perspec ve of
Ar cle 8 of the Conven on of November 4, 1950, for the protec on of
human rights and fundamental freedoms (ECHR). Indeed, in many cases,
the ac on taken by an intelligence service infringed on ci zens’ private
lives.

The Act of February 4, 2010, made far-reaching changes to the
Intelligence Services Act and conferred on the State Security Service and
the General Intelligence and Security Service the powers necessary to carry
out their func ons. In order to achieve a proper balance between the
needs of intelligence work and the protec on of ci zens’ rights and
freedoms, a dis nc on is made among three categories of methods for
gathering data: ordinary, specific, and excep onal methods. Depending on
the poten al infringement of ci zens’ rights and freedoms and assessing
the principles of propor onality and subsidiarity, the applica on condi ons
for each of the three categories di er. What was put in place was a scaled
system whereby the least strict guarantees are linked to the applica on of
the ordinary methods and the strictest guarantees to the applica on of the
excep onal methods.

Parallel to this gradual development of a legal framework, a shi in
focus in intelligence work took place. Since the fall of the Berlin Wall, the
State Security Service has put stronger emphasis on organized crime and
terrorism, which became even stronger a er the terrorista acks on
September 11, 2001. Since then, terrorism has become a focal point of
a en on of the Belgian intelligence services.[l At the same me, the fight
against organized crime and terrorism became a predominant issue in
Belgian criminal policy. Police services and public prosecutors increasingly
supplemented their tradi onal reac ve approach to crime with a proac ve
approach, in which a criminal inves ga on is started on the basis of a
reasonable suspicion that a criminal o ense will be commi ed. This
tendency was reinforced in 2003 by regula ng special criminal
inves ga on methods, such as observa on and infiltra on that can also be
applied for the purposes of proac ve inves ga on.!

As a consequence, the dis nc on between the assignments of the
intelligence services and those of the police and the public prosecu on



service faded somewhat and the gray area between criminal inves ga ons
and intelligence work grew. Proac ve criminal inves ga ons actually now

very closely resemble intelligence work.[! Although this has not led to any
open conflicts between the police services and the State Security Service, it
nonetheless did not strengthen intra-service coopera on. This explains
why Ar cle 20 of the Intelligence Services Act stresses the importance of
mutual coopera on between the intelligence services, police services, and
administra ve and judicial authori es. If requested, the intelligence
services can provide so-called technical assistance to the judicial

authori es and public administra ons. This must nevertheless be done
according to a protocol approved by the respec ve ministers. Although
there is no such protocol in place to date, the judicial authori eso en
request technical assistance. In this way, the State Security Service is
systema cally involved in terrorism inves ga ons at the request of the
Federal Public Prosecutor’s O ce.l’]

Since intelligence services cannot exercise their powers in a
preliminary criminal inves ga on, the concept of technical assistance here
has to be interpreted strictly. In this respect, reference can be made to so-
called U-turn construc ons, whereby the intelligence services would use
their powers at the request of the judicial authori es par cularly in cases
in which these authori es cannot use a similar power within a preliminary
criminal inves ga on. However, this risk is reduced due to the control
systems that have been provided for the applica on of the intelligence
methods. In prac ce, providing technical assistance has indeed been
limited to making know-how and intelligence available to the judicial

authori es.[®!
THE STRUCTURE OF THE BELGIAN INTELLIGENCE SERVICES

Organizational Structure

The General Intelligence and Security Service falls under the minister
of defense, who is responsible for its organiza on and administra on. This
intelligence service is entrusted with military security screening and
military intelligence work. Besides its na onal security task, this



assignment also contains a foreign component—albeit rather limited—of

protec ng Belgian subjects and troops abroad.!

This chapter focuses mainly on the State Security Service, which is led
by an administrator-general and a deputy administrator-general. They act
under the direct authority of the minister of jus ce, who is responsible for
the organiza on and administra on of the State Security Service. However,
the minister of home a airs exercises authority over the State Security
Service regarding the assignments rela ng to public order and protec ng
persons. In addi on, the minister of home a airs is involved in managing
the civil intelligence service with regard to the aspects that have a direct
influence on these assignments.!*% The internal organiza on of the State
Security Service is divided between the opera onal services (the field
sta ), which are in charge of gathering intelligence in the field, and the
analysis services (the o ce sta ), which are responsible for analyzing

intelligence submi ed by the field sta [

Intelligence Assignments

The State Security Service gathers, analyzes and processes intelligence
rela ng to any ac vity that might pose a threat to the security of Belgium.
[12] Thus, the civil intelligence service aims to safeguard (a) the internal
security of the Belgian State and the con nua on of democra c and
cons tu onal order, (b) the external security of the Belgian State and
Belgium’s interna onal rela ons, and (c) the country’s scien fic and
economic poten al. These three areas of a en on are supplemented by
an open-ended category, which makes it possible for the service to
respond to new threats. The king, that is, the federal government, can
indeed define other interests as points of a en on for the State Security
Service. However, to date this has not yet been done.

The State Security Service targets any ac vi es that might pose a
threat to the areas ofa en on men oned above. In accordance with
Ar cle 8, 1° of the Intelligence Services Act, this concerns any individual or
collec ve ac vity deployed in Belgium or from abroad that may be related
to espionage, interference, terrorism, extremism, prolifera on, harmful
sectarian organiza ons, or criminal organiza ons. However, the State



Security Service can only target criminal organiza ons that (a) engage in
espionage, interference, terrorism, extremism, prolifera on or sectarian
ac vi esor (b) can destabilize the poli cal or socioeconomic system.

Pursuant to Ar cle 7 of the Intelligence Services Act, the State
Security Service has three other responsibili es. First, the State Security
Service is responsible for security screenings. This is regulated further in
the Act of 11 December 1998, which makes a dis nc on among (a)
security authoriza ons, required for access to classified documents; (b)
security cer ficates, required for access to certain places or posi ons or to
obtain certain security risk permits; and (c) security advice, which can be
requested by certain government authori es to support administra ve
decisions.

Second, the State Security Service protects the life and physical
integrity of foreign heads of state and government and their family
members, and members of Belgian or foreign governments. Other people,
such as magistrates, police o cials, or private individuals, are not
protected, unless they fall within the scope of the State Security Service
intelligence responsibili es.!*?!

Finally, the State Security Service carries out any other assignment
entrusted to it in accordance with the law. For example, it has an advisory
role when issuing permits for possessing firearms if applicants do not
reside in Belgium. In addi on, the State Security Service’s advice will be
requested when the government issues mandatory permits for private
detec ves or a security company.

General Intelligence and Security Policy

The administrator-general of the State Security Service and his deputy
develop and implement a four-year strategic plan that determines service
priori es and establishes the opera onal strategies to implement these
priori es. This strategic plan is put into prac ce by way of annual plans of
ac on that must be submi ed to the minister of jus ce for approval.[!*]
The service priori es and opera onal strategies should be considered in
the context of the general intelligence and security policy set out by the
Na onal Security Council. This council also determines the policy on



protec ngsensi veinforma on and coordinates the fight against both the
financing of terrorism and the prolifera on of weapons of mass

destruc on.[®!

The Na onal Security Council is chaired by the prime minister, the
other members being, on the one hand, the ministers of jus ce, defense,
home a airs, and foreign a airs, and, on the other, the deputy prime
ministers responsible for other policy areas. Depending on the agenda, the
mee ngs of the Na onal Security Council can be a ended by the heads of
both intelligence services, the general commissioner of the federal police,
the federal a orney, a representa ve of the Board of Procurators General,
the director of the Coordina on Unit for Threat Assessment('®], and the
chairman of the management commi ee of the Ministry of Interior.[*’]

The implementa on of the decisions of the Na onal Security Council
Is supervised by the Strategic Commi ee for Intelligence and Security,
which can also make proposals regarding the intelligence and security
policy. Thiscommi ee is chaired by a representa ve of the prime minister
and consists of representa ves of the ministers who are members of the
Na onal Security Council.[18]

Finally, the Coordina on Commi ee for Intelligence and Security
develops ac on plans, facilitates the coopera on and the exchange of
informa on between the intelligence services, and ensures the
iImplementa on of the decisions of the Na onal Security Council. The
permanent members of this coordina on commi ee are: the heads of
both intelligence services, the director of the Coordina on Unit for Threat
Assessment, the general commissioner of the federal police, the director
general of the Crisis Centre of the Ministry of Interior, the president of the
management commi ee of the Ministry of Foreign A airs, the federal

a orney, and a representa ve of the Board of Procurators General.[']

OVERSIGHT MECHANISMS

Administrative Commission

The so-called Administra ve Commission, composed of three
magistrates,?°] monitors some methods of intelligence gathering. In this



respect, two categories of methods for data collec on need to be

dis nguished. The first category includes “specific methods,” for instance,
certain forms of observa on and searching; requisi oning postal tra ¢
iden ty data; and requisi oning digital communica ontra ciden tyor
tra cdata. The use of these methods can be authorized, in accordance
with the statutory condi ons, by the head of the intelligence service
concerned. The wri en and substan ated authoriza on must be no fied
to the commission, which also controls the implementa on of the

methods. 2]

The second category, the most far-reaching powers of the intelligence
services, is that of “excep onal methods” for: gathering data, which
includes, inter alia, observa ons in homes, in private places not accessible
to the public, and in premises used by lawyers, doctors, or journalists;
intercep ng communica on; requisi oning bank data; and gaining access
to a computer system. The head of the intelligence service concerned can
only authorize the use of such methods pursuant to the unanimous advice
of the commission, which also monitors these methods as they are used.
[22]

Furthermore, the commission acts as a type of arbitrator between the
intelligence services and the judicial authori es. In brief, the intelligence
services are obliged to inform the commission if they have started an
inves ga on that could have an adverse impact on a criminal inves ga on
or judicial inquiry. In consulta on with the Federal Public Prosecutor’s
O ce or the competent magistrate and the head of the intelligence service
involved, the commission decides whether, and under which addi onal
restric ons, the intelligence service may con nue the inves ga on. The
commission is to no fy the Standing Intelligence Agencies Review
Commi ee of its decision. The intelligence service involved must perform
its assignment in accordance with the decision of the commission, which

can also monitor the service’s compliance with its decision.[?3!

Standing Intelligence Agencies Review Committee

The general monitoring of the opera ons of the State Security Service
and the General Intelligence and Security Service is handled by the



Standing Intelligence Agencies Review Commi ee,[?l composed of three
members, appointed by the House of Representa ves for a renewable
term of six years.[?] As an independent body, the standing commi ee
monitors, on the one hand, the protec on of the rights conferred on
individuals by the Cons tu on and the law and, on the other, the

coordina onande ec veness of both the intelligence services.[?%! It can
subject the opera ons and methods of the intelligence services to an
inves ga onexo cio.Inaddi on, the House of Representa ves, the
competent minister and the director of the Coordina on Unit for Threat
Assessment can request the standing commi ee to set up such an

inves ga on. Moreover, the standing commi ee deals with complaints
that it receives from ci zens regarding the intelligence services.[?’]

The intelligence services are obliged to provide the standing
commi ee with all the relevant regula ons and guidelines. Moreover, the
standing commi ee can obtain all the documents deemed relevant
submi ed to it and can summon to a hearing any person of interest. By
way of summons issued by the chairperson of the standing commi ee,
members of the intelligence services can be compelled to appear and give
evidence. In principle, they can be asked to communicate secrets that they
know, unless these are related to an ongoing criminal or judicial inquiry. In
the la er case, the standing commi ee will first deliberate with the
competent magistrate.[??!

The standing commi ee is assisted by an inves ga on service, which
canini ate aninves ga on on its own and as instructed by the standing
commi ee.l’?l Theinves ga on service also deals with complaints and
denuncia ons by individuals who believe they were directly a ected by the
ac ons of an intelligence service.[3% The inves ga on service can hear
witnesses, may at all mes enter places where the intelligence services
perform their du es, and can seize any objects and documents that are
useful for its inves ga on.[3l Reports of these inves ga ons are sent to
the competent minister and the House of Representa ves. In addi on, the
standing commi ee reports annually to the House of Representa ves and

the Senate by means of a general annual report.[*2 These annual reports



invariably contain various recommenda ons for the intelligence services,
the government, and the legislature.**]

The standing commi ee monitors the intelligence services’ specific
and excep onal methods of collec ng data. In this way, it can check
whether these methods are lawfully used. If the standing commi ee finds
this is not the case, it can order the cessa on of the method. Also, the data
gathered by this method can then no longer be used in any way and must
be destroyed.[**! Further, criminal courts can request an opinion from the
standing commi ee regarding the lawfulness of a specific or excep onal
method used for gathering data in a par cular inves ga on. The court then
sends the dossier to the Public Prosecu on Service, which, in turn, takes
this to the standing commi ee.3°] In this way, it is possible to
accommodate the limited possibili es that par es have at their disposal to
test the lawfulness of the informa on provided by the intelligence services.
However, the system only applies when a judge sees a non-classified
o cial reportdra ed by the aforemen oned administra ve commission.
In addi on, it should be stressed that the standing commi ee can only give
an opinion: the decision of whether a method is lawful lies with the
criminal court, although, in most cases, the standing commi ee’s decision
will probably be followed.

Finally, the inves ga on service inves gates, together with the other
0 cers of the judicial police (and even has priority over them), criminal
o enses with which the members of an intelligence service have been
accused.3®!

NOTABLE EXPERIENCES

One of the most debated issues regarding the Belgian intelligence services

regards the use of intelligence in criminal proceedings.l*”! Although there is
li le di erence of opinion on the need of the intelligence services to have
at their disposal far-reaching powers to gather informa on, on the one
hand, and on the necessity to report intelligence to the judicial authori es,
on the other, there is nonetheless a certain re cence regarding the use of
intelligence by the judicial authori es. This is related to the desire of the
intelligence services to protect their sources and methods. However, this



means that tes ng the legi macy and the reliability of the informa on
collected by the services is substan ally complicated and that the right to a
fair trial, guaranteed by ar cle 6 ECHR, can be compromised. Hence, a way
must be found to balance these seemingly opposing interests.

The use of intelligence by the public prosecu on service to ini ate a
preliminary criminal inves ga on or to help carry out such an ongoing
inves ga on causes rela vely few problems. A er all, in those cases, the
evidence is collected fully within the scope and guarantees of the Code of
Criminal Procedure. Nevertheless, if a case or inves ga on proceeds
further, it will be necessary to assess exactly how serious and reliable
informa on provided by the intelligence services is. Not every intelligence
report by the State Security Service will be adequate for the prosecu on to
Ini ate or con nue aninves ga on. Indeed, if the reliability test proves to
be nega ve or impossible, the intelligence in ques on can hardly serve as
grounds for an inves ga ve act.

The situa on is even more complex when it comes to using
intelligence as criminal evidence. A non-classified o cial report drawn up
by the administra ve commission can be used as criminal evidence,
although the limita ons set outin Ar cle 19/1 of the Intelligence Services
Act must be taken into account. A person may therefore not be convicted
exclusively or predominantly on the grounds of such an o cial report. The
elements contained in a non-classified o cial report must therefore always
be predominantly founded on other means of proof. In this regard, two
further remarks are necessary.

First, in prac ce, there may be only a subtle dis nc on between using
a non-classified o cial report as suppor ng evidence or assessing the
connec on between the other elements of evidence, on the one hand, and
using it as decisive (only) evidence, on the other. Although the obliga on to
state reasons is rela vely limited, the judge has to respond to statements
made by the par es to the proceedings. Hence, he will be obliged to
explicitly jus fy what value he a aches to a par cular element of evidence.
However, this does not alter the fact that it will not be easy for a defendant
to show that his convic on was indeed exclusively or predominantly based
on intelligence from a non-classified o cial report.

Second, the scope of Ar cle 19/1 of the Intelligence Services Act is
limited. The procedure according to which the administra ve commission



can draw up a non-classified o cial report only applies in those cases
where the informa on is obtained by using a specific or excep onal
method. When informa on was obtained by ordinary methods, no non-
classified o cial report will be drawn up. Such informa on may be
communicated to the judicial authori es in the form of notes—confiden al
or not—in accordance with Ar cle 19 of the Intelligence Services Act
and/or Ar cle 29 of the Code of Criminal Procedure. However, in these
cases, using intelligence as criminal evidence is s |l subject to a number of
limita ons laid down by case law.

CONCLUSION

As a civil intelligence service, the Belgian State Security Service makes an
important contribu on to protec ng the democra ccons tu onal state. In
this respect, no abstract descrip on of the intelligence assignment is given,
but rather an a empt is made to outline the intended behavior and
ac vi esasprac cally as possible. This has resulted in a catalogue of
phenomena, which are defined in greater detail in the Intelligence Services
Act. The competences of the State Security Service were dras cally
extended by the Act of 4 February 2010, which can be regarded as a
milestone for the Belgian intelligence services. The services have taken a
giant leap forward thanks to the statutory regula on of the methods for
intelligence gathering. The legislature has rightly spent mucha en onon
looking for a prac cable equilibrium between e ciency and the protec on
of rights. With a view to the protec on of rights, the legislature’s op on of
grouping the methods of intelligence gathering into three categories
according to the severity of the poten al infringement of rights and
freedoms must be welcomed. In our opinion, such a scaled system links up
well with the essen al assessment of propor onality and subsidiarity in
the work of the intelligence services.

With regard to the coopera on between the intelligence services and
the judicial authori es, the legislature created a system whereby
informa on is passed on to the judicial authori es as smoothly as possible.
It is striking that there is a rather far-reaching obliga on on the part of the
intelligence services to report criminal o enses to the judicial authori es.
It seems to us, however, that it is not at all unthinkable that it may in



certain cases be advisable to let intelligence objec ves (temporarily) have
priority over judicial objec ves.

The ac ons by the intelligence services are subject to a number of
general control systems applicable to any governmentins tu on. For
example, (parliamentary) control of the budget, monitoring of the use of
personal data, and the control by (administra ve) legal bodies come to
mind. The most important form of monitoring is in the hands of the
Standing Intelligence Agencies Review Commi ee, whose possibili es of
control were further expanded by the Act of 4 February 2010. In addi on,
this act created the Administra ve Commission, which is specifically
entrusted with monitoring the most far-reaching methods of intelligence
gathering.
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